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HOJIOKEHUE
00 OpraHM3anuy U NpPoBeJAeHUN padoT 1o odecnevYeHnuI0 0e30MaACHOCTH
NMEePCOHAIbHBIX JAHHBIX MPU UX ABTOMATH3UPOBAHHOH 00padoTKe B

HHGOPMALMOHHBIX CHCTEMAX NMEPCOHAIbHBIX JAHHBIX B
MOAY «COII Ne 8»

Cnucok cokpameHud 1 0003HAYCHUH

ABC — aHTHBUpPYCHBIE CPENICTBA

APM — aBTOMaTu3upoBaHHOE pabouyee MecTo

AC — aBTOMAaTU3UpPOBAaHHAs CHCTEMA

AC3H — aBTOMaTU3WMpPOBAHHAS CUCTEMA B 3AIIUIIECHHOM
UCIIOJTHEHUH

NCIT[AH — undopMaluoHHasl cUCTeMa NEPCOHATbHBIX JaHHBIX

KOU — kpunrorpaduuecku onacHas HHPpopManus

JIBC — nokanbHasi BBIYUCIUTEIbHAS CETh

MD — MexceTeBO#l 3KpaH

OC — omnepanuoHHas CUCTEMA

I[I/IH — nepcoHaJIbHbIC JaHHBIE

I[IMB — nporpaMMHO-MaTeMaTu4e€CKO€ BO3IENCTBUE

ITO — nmporpamMHoOe oOecIieueHUE

[IDMUH — noOo4HbIE 3TE€KTPOMArHUTHBIE U3JYYEHUS U HABOJKH

CA3 — cucrema aHajlM3a 3alUIIEHHOCTH

C3U1 — cpeacTBa 3amuThl HHQOpMALIUU

C3II[Jn — cuctema (moacucTeMa) 3allUThl TEPCOHATbHBIX JaHHBIX

CK3HM — cpeacTBa kpunrorpaduueckoi 3amuThl HHGOpPMALUU

COB — cucrtema oOHapyXeHHSI BTOPKEHUI

TC — TeXHU4YeCcKOoe CpeJICTBO

YBIIJIH — yrpo3bl 6€30MacHOCTH MEPCOHAIBHBIX JTaHHBIX

1. O61mme moI0KeHUs

1.1. TlomoxeHue 00 OopraHU3aMU U MPOBEACHUIO PA0OT MO 0OCSCIICUYSHUIO
0€30MacHOCTH NIEPCOHATBHBIX JAHHBIX MPU X aBTOMATHU3WPOBAHHOW 00pabOTKE B
WH()OPMAITMOHHBIX CHUCTEMax TEPCOHATBHBIX JaHHBIX (manee — IlomokeHwue)
pazpaboraHo B cooTBeTcTBUM ¢ DenepanbHbIM 3aKk0HOM Poccuiickoit denepanun
or 27.07.2006 No 152-®3 «O mnepcoHalbHBIX AaHHBIX», [locTaHOBICHUEM
[IpaButensctBa Poccuiickoit @enepauuu ot 01.11.2012 Ne 1119 «OO06
YTBEPKJICHUH TPeOOBAHUI K 3alUTE MEPCOHABHBIX JAHHBIX MPU UX 00padOTKE B
WHOOPMAITMOHHBIX ~ CHUCTEMaxX IEPCOHANBHBIX  JIAHHBIX», METOAMYCCKUMU
pexkomenganuamu GCTOK Poccun u ®CH Poccum B memsix obecnedeHus



0€30MacHOCTH NEPCOHAIBHBIX JaHHBIX MPU UX 00pabOTKe B MH(OPMAIIMOHHBIX
CUCTEMAX IEPCOHAIBHBIX TaHHBIX.

1.2. Tlonmoxenue ompexaenser mopsaok padorsl mepconana MCIIJI B
gyacthu oOecneuenus Oe3omacHoctd [IJ[H mpu  ux oOpaboTke, MOPSIOK
pa3zbuparenabCTBa U COCTABJICHUS 3aKJIIOUEHUH 1O (pakTam HECOOI0IEHUS YCIOBUM
XPaHEHHsI HOCHUTENIEH IEPCOHAIBHBIX JaHHBIX, MCIIOJIB30BAHUS CPEICTB 3allMTHI
uHpopMaluy, pa3paboOTKy M MPHUHATHE MEp MO NPEJOTBPALICHUIO BO3MOXKHBIX
OMACHBIX  TOCJIEACTBUUA  TaKUX  HApPYLICHWH, MOPAAOK  NPUOCTAHOBKHU
npenocrasinenuss [/l B ciydae oOHapyXeHUs HapylIIEHUH TMOpAIKAa HX
IPENOCTaBIEHUs, NOPAIOK 00ydeHus: nepcoHana npaktuke padotsl B MCII/IH,
MOPSAZIOK TPOBEPKH 3JIEKTpoHHOTo X)ypHana oOpamenuit k WCII[H, mopsmox
KOHTPOJISI COONIOICHUS YCIOBHM MCIOJIB30BAaHUS CPEICTB 3alIUTHI MH(OPMAIIUH,
IIPEAYCMOTPEHHBIE SKCILTyaTallMOHHOM M TEXHUYECKOM JOKYMEHTAlMEH, IpaBuiia
OOHOBJIEHUSI OOILIECUCTEMHOIO U MPHUKIAJHOTO IPOrpaMMHOro oOecreueHus,
MpaBUJia OpraHu3alld AHTUBUPYCHOM 3amuThl U mapoibHoM 3ammutel UCII/H,
NOPSAOK OXpaHbl M JOIYCKAa IIOCTOPOHHHMX JIMIl B IIPEAENbl T'PAHUIIBI
KOHTPOJIMPYEMOM 30HBI.

1.3. TIlpu obecnieuennu O0e30nacHOCTU NepcoHanbHbIX 1aHHbIX B MCII/IH ¢
UCIIOJIb30BaHUEM KPUNTOTpapUUECKUX CpPEICTB 3allUThl HH(OpMaLUU Bce
corpynauku MOAY «COII Ne 8)» 00s3aHbl BBINOJNHATH TpeOOBaHUS IpHUKa3a
®Cb Poccun ot 21.02.2008 Neo 149/6/6-622 «TumnoBble TpeOOBaHUA IIO
OpraHu3allidi U  OOECHEYECHHIO (GYHKUMOHUPOBAHUS  IIH(PPOBATBHBIX
(kpunTorpaMYecKux) CpeACTB, MPeAHA3HAYEHHBIX Ui 3alUThl HHPOpMaLUHU, HE
COZIEpIKallled CBEIECHUM, COCTABISIOIIMX TOCYJAPCTBEHHYIO TaiHy, B CIy4ae HX
WCIIOJI30BaHUs JIsl oO0ecrieueHus] 0€30MacCHOCTH MEPCOHANBHBIX JAHHBIX MPHU UX
00paboTke B MHPOPMALIMOHHBIX CUCTEMAX NEPCOHATBHBIX JaHHBIX).

2. Iopsimoxk padorel mepconana HCIIJn B uyacTtu oOecnmeueHust
oezonacHocTu I1In mpu nx odpadorke B UCIIAn

2.1. Jomyck mnonb3oBarenel misi padorel Ha kommbiorepax WCIIIn
OCYLIECTBJISIETCS. HAa OCHOBAaHWM MpHKa3a, KOTOPBIA M3AAETCS PYKOBOAMTEIEM
MOAY «COII Ne 8», 1 B COOTBETCTBHH CO CIHCKOM JIUII, JOMYIIEHHBIX K paboTe
B UCII[H. C uenpto obecrieueHusi OTBETCTBEHHOCTH 3a BEICHHE, HOpMaJbHOE
(GYyHKUMOHUPOBAHUE W KOHTPOJb padOThl CPENCTB 3alUTHI MH(pOpManuu B
HUCIIdr pykoBomutenem MOAY «COII Ne 8» HazHauaeTcs aIMHHUCTPATOP
0€30MacHOCTH € LEIbI0 KOHTPOJISL BBIIOJHEHUS HEOOXOAUMBIX MEPOINPUATHN MO
oOecrieueHunto 0e30MacCHOCTH OTBETCTBEHHBIN 3a 3alIUTy HH(POpMAIIUU.

2.2. Tlonp3oBarenb HMEET MpPaBO B OTBEAEHHOE €My BpeMs peliaTh
MOCTAaBJICHHBIE 3aJ]a4l B COOTBETCTBUHU C IOJIHOMOYMSIMH JOCTYIa K pecypcam
NCIIdn. [TomrOMOUHs MOJIb30BATENIEN (pomm MOJIb30BaTENCH) K
UH(GOPMAILIMOHHBIM pecypcaM OIPEAEIsAIOTCS B MaTpHIIE JOCTYyIMa, YTBEPKAAeMOM
pykoBonureneM MOAY «COII Ne 8». [lpu stom nnst xpanenus: nHGOpMAIIIH,
conepxamen 1I/[H, pa3pemaercs HMCHOJNBb30BaTh TOJIBKO MAalIWHHBIC HOCHUTEIN
uH(popMaIuu, YITEHHBIC B )KypHAJIE y4€Ta MAIIMHHBIX HOCUTENCH.



2.3. Tlonmp3oBaTenb HECET OTBETCTBEHHOCTH 3a MPABHIBHOCTH BKIIOYCHHS
U BBIKIIIOUEHUS cpefcTB BhrunciurenbHoi Texuuku (CBT), Bxoga B cucteMy u Bce
nevctBusd npu padote B UCIT/IH.

2.4. Bxon monp3oBaTedass B CHUCTEMY MOXET OCYIIECTBISTBHCS IO
BBIJJABAEMOMY €My JJIEKTPOHHOMY HWJIEHTU(DUKATOPY WU 1O TMEPCOHATBHOMY
MapoJIko.

2.5. 3anuce wuHbopmanmu, coaepxameit IIJIH, ocymiecTBiseTcs
MOJIb30BaTeeM  HAa  ChEMHBIE  MAIIMHHBIE  HOCUTENM  HH(popmanmu,
COOTBETCTBYIOIIUM 00pa30M YUTEHHBIE B )KypHAJI€ y4€Ta MAIIMHHBIX HOCUTENEH.

2.6. Ilpu pabote co ChEMHBIMH MAIIMHHBIMU HOCUTEISIMH HH(POpPMAIIH
MOJIb30BaTENNbh KaXKIbIil pa3 mepea HayalioM paboThl 00s3aH MPOBEPUTH MX Ha
OTCYTCTBHE BHPYCOB C HCIOJb30BAHMEM IITATHBIX AHTHUBUPYCHBIX MPOrpamw,
ycTaHoBJIeHHbIX Ha KoMmmbloTepax MCII/In. B ciywyae oOHapyXeHHS BUPYCOB
I0JIb30BaTeNb O0S3aH HEMEUIEHHO INPEKPAaTUTh HCIOJIb30BAaHUE 3apaKEHHBIX
HOCUTEJIEH U AeCTBOBATh B COOTBETCTBUU C TpeOOBaHUAMU AaHHOTO [lonoxeHus.

2.7. Kaxnapli  COTpYyJAHHMK,  Yy4YaCTBYIOIIMH B  paMKaX  CBOHUX
(YHKIIMOHAJIBHBIX O0S3aHHOCTEW B IMpOLiEccaX aBTOMATHU3WPOBAHHON 00pabOTKU
I[IlH ¥ wWUMermM JOCTYN K allapaTHbIM CpPEACTBaM, MPOrPaMMHOMY
obecneuennto u JauHbIM CII/IH, HECET mepcOHaNbHYIO OTBETCTBEHHOCTh 33 CBOU
NEHCTBUS U 00s13aH:

— CTporo  coOJoJaTh  YCTAHOBJEHHBbIE — MpaBWiIa  OOecredYeHus
O0e3zonacHocTH HMH(OpManuu Mpu paboTe C MPOrpaMMHBIMH M TEXHUYECKUMH
cpeacrBamu UCII/IH;

— 3HaTh W CTPOrO BBINOJHATH MpaBHJia padOTHl CO CPEICTBAMH 3aIUTHI
uH(popmanuu, yctaHoBIeHHbIMU Ha KomnbroTepax UCIIH;

— XpaHWUTh B TailHe cBOW mapoiib (mapoinu). B coorBercTBuu ¢ m.o. 8.5.,
8.6. manHoro IlonokeHHs W C yCTAaHOBJIEHHOW MEPUOAUYHOCTHIO MEHSTH CBOM
naposs (mapoin);

— XpaHWUTh YCTAHOBJIEHHBIM IOPSAJIKOM CBOE MHJIMBHIYyaJIbHOE YCTPONCTBO
uneHTUGUKAIMK (KJTI0Y) U ApYyTHe PeKBU3UTHI B cefie (MeTaummueckoM mkady);

— BBIINOJHATH TpeOOBaHMS MO OpraHM3allMd AaHTUBUPYCHOM 3allUTHl B
MIOJTHOM 00BEME.

HeMmenneHHO M3BECTUTh OTBETCTBEHHOIO 3a 3aIIUTy MH(POpMAUU U (WIIH)
aMUHHUCTpaTopa  MHPOPMALMOHHOM  0€30MacHOCTM B Cly4dae  yTepH
WHJMBUAYAJIBHOTO YCTpONCTBa HaeHTU(dUKaUK (KiIro4a, rutoken u T.1.) WIK NPU
MOJIO3PEHUN KOMIPOMETAllMM JIMYHBIX KIIIOUEed M Maposieid, a Takxe MpH
OOHapy>KEHUH:

— HapylIIEHWH  IIEJIOCTHOCTH  IUIOMO  (HakjeeK, HapylIeHUH WU
HECOOTBETCTBUU HOMEPOB MevaTei) Ha cocTaBistomux y3nax u onokax CBT unu
UHBIX (PAKTOB COBEPILEHHUS B €ro OTCYTCTBHE IMOMBITOK HECAHKIMOHUPOBAHHOTO
noctyna (nanee - HCJI) k qanubim 3amumiaemsim CBT;

—  HECAHKLIMOHUPOBAHHBIX (Ipou3BenEHHBIX C HapyLIEHUEM
YCTaHOBJICHHOTO TMOpSAJKa) HM3MEHEHUH B KOHPUIypallMu NPOrpaMMHBIX WIH
anmnapatHbix cpencts UCITH;



— OTKJOHEHHII B HOpPMaJbHOM paboTe CHUCTEMHBIX M MPUKIATHBIX
MIPOTPAMMHBIX CPEICTB, 3aTpyAHSOIMX dKcruryaraiuio CBT, Bbixoma u3 crpos
WIM HeycToluuBoro ¢yHkuuonupoanus y3noB CBT wim nepudepuitHpix
YCTpOMCTB (CKaHepa, MpUHTEpa W T.OI.), a Takxke IMepedoeB B CHUCTEME
AIIEKTPOCHAOKEHUS;

— HEKOPPEKTHOTro (YHKIMOHUPOBAHMS YCTAHOBJICHHBIX HA KOMITBIOTEPHI
TEXHUYECKUX CPEJICTB 3aIUTHI;

— HENpeIyCMOTPEHHBIX OTBOJOB Kabenel 1 MOAKIIOYEHHBIX yCTPOMCTB.

[Tonb30BaTENO KATETOPUYECKH 3aNPEILACTCS:

— HCNOJb30BATh  KOMIIOHEHTHl  MNPOrPaMMHOIO M aIapaTHOro
obecneuenus [I19BM B HecyKeOHBIX LIETSAX;

— CaMOBOJIBHO BHOCUTH Kakue-TM00 H3MEHEHHs B KOH(PHUTypaluio
arnmapatHo-niporpammHubIx cpeactB MCII/IH win ycrtaHaBnuBaTh AOMOJHUTEIBHO
JAr00ble IPOrpaMMHBIE U alllapaTHbIE CPEACTBA, HE MPETyCMOTPEHHBIE APXUBOM
JUCTPUOYTUBOB YCTAHOBJIEHHOTO MPOrPaMMHOI0 00€CIIeUeHMS,;

— ocyulecTBiATh 00paboTrky IIJIH B NpPHUCYTCTBUM NOCTOPOHHUX (HE
JOMYIIEHHBIX K JAHHON MH(GOPMAIINH ) JTUI;

— 3amucChiBaTh U XPaHUTh  KOHQUIEHIHMATbHYIO  HH(OpMAaIUIO
(comepxallyr0 CBEIEHUS OTPaHMUEHHOTO pacCIpOCTPAHEHHUs) Ha HEYUYTCHHBIX
MaITUHHBIX HOCUTENIX HH(GOpMAIMHU (TMOKUX MAarHUTHBIX IUCKaX U T.I1.);

—  OCTaBJISATh BKJIIOYEHHBIM 0€3 MPUCMOTPA KOMITBIOTEP, HE AKTUBU3UPOBAB
cpencrtBa 3ammThl oT HCJL (BpeMeHHYI0 OJI0KMPOBKY 3KpaHa U KJIaBHATYphl);

—  OCTaBJIATH 0€3 TUYHOIO MPUCMOTPA HA paboyeM MeCTe UM e Obl TO HU
OBLJIO CBOE MEPCOHAIBHOE YCTPOMCTBO MACHTU(HUKALIMKI, MAITUHHBIE HOCUTEIU U
pacneyvaTku, coJiepKalliye 3almiaeMyo HHPopMaluio (CBeCHHS] OTPAHUYEHHOTO
pacnpocTpaHeHus);

—  YMBIIUIEHHO MCIOJIb30BaTh HEIOKYMEHTUPOBAHHbBIE CBOMCTBA U OIIMOKU
B NPOTrPpaMMHOM OOECTIEYEeHUH WJIM B HACTPOMKax CpPEJCTB 3alllUThl, KOTOpPbHIE
MOTYT IPUBECTH K BOSHUKHOBEHUIO KPU3UCHOM CUTYallNH;

— pasmemarb cpenactea MWCIIAH Tak, 9TOoOBl C HE CyYIIECTBOBAJIO
BO3MO>KHOCTH BU3yaJIbHOTO CUUTBIBAHUS HH(OPMALIUH.

2.8. AnMuHucTtpaTop  0e30macHOCTH  (OTBETCTBEHHBIA 3a  3alIUTY
uH(popMaImn) 00s13aH:

— 3HaTh COCTaB OCHOBHBIX M BCIOMOTATEJIbHBIX TEXHUYECKHX CHUCTEM, U
cpeactB (maiee — OTCC u BTCC) ycTaHOBIEHHBIX W CMOHTHPOBAaHHBIX B
NCIIIH, nepeyeHb UCIOIb3yeMOro mporpaMmmHoro odecneuenus (gaiee — [10) B
NCIIdn;

— KOHTPOJHUPOBATH LEIOCTHOCTH IeyaTeil (IioMO, 3alllUTHBIX HAKJIEeK) Ha
nepudepuitnom odopyoBanuy, 3amuiieHHbx CBT u apyrux yctponcTBax;

— MPOU3BOAUTH HEOOXOJUMBbIE HACTPOMKM TMOJCUCTEMBI YIPaBJICHHUS
noctynomM, ycraHoBiieHHbIX B MCII[In C3U or HCJl u compoBokaarh HUX B
IpoLIeCCe IKCILTyaTalluu, P ITOM:

— peanu30BbIBaTh MOJHOMOYMS JOCTyna (YTEHHE, 3alKCh) I Ka)IO0ro
MOJIb30BATENsl K 3J€MEHTaM 3allUIaeMbIX WH(OPMALMOHHBIX pecypcoB (daitnam,
KaTajoraMm, pUHTEPY U T.1.);



— BBOAWUTH omucanus nosb3oBateneit UCII[IH B mHbOpMammoHHyo 6a3y
C3U ot HC/I;

— CBOEBPEMEHHO YAJISITh ONMMCAHMS T0JIb30oBaTesel u3 6a3bl qaHHbix C3U
IIPY U3MEHEHUU CIIKMCKA JIOMYIIEHHBIX K pad0Te JIUII;

— CBOEBPEMEHHO BHOCHTb H3MEHEHUS M [JIONOJHEHUS B  CIHUCOK
COTPYIHUKOB, TonyileHHbIX K padote B UCII/IH;

— TPOBOJUTH MHCTPYKTAX COTPYAHUKOB — IMOJIb30BATEIEH KOMIIBIOTEPOB
0 MpaBuiIaM paboThI C UCTIOIB3YEMBIMU TEXHUYECKUMU CPEICTBAMHU U CHCTEMaMH
3alIUTHl THPOPMAIUH;

— KOHTPOJIMPOBATh CBOEBPEMEHHOE (HE pEXe YeM OJUH pa3 B TeueHue 360
JTHEH) MPOBEJECHUE CMEHBI MApOJIEH ISl TOCTYIIA MOJIb30BATENEH K KOMIIBIOTEpaM
u pecypcam UCII/IH;

— o0ecnieurBaTh IOCTOSIHHBIM KOHTPOJb BBIIOJHEHUS COTPYAHUKAMHU
YCTaHOBJIEHHOIO KOMILIEKCa MEpONPUATUI MO 0OOecnedyeHno Oe30MacHOCTH
undopmaruu B UCI1/H;

— OCYIIECTBIATH KOHTPOJIb MOpPSAKAa CO3JAaHMS, ydeTa, XpaHEHUs W
WCIIOJIb30BaHUs PE3EPBHBIX U APXUBHBIX KOIMUI MAaCCUBOB IAHHBIX;

— HAcCTpaumBaThb U COINPOBOXKIATh MOJICHCTEMBbl PETHCTPALMM U YyYeTa
nercTBui nosb3oBateneit nmpu padore B UCII/IH;

— BBOJUTH B 0a3y maHHbIXx C3M OT HECAHKIIMOHMPOBAHHOTO JOCTYyIa
OMMCAHMS COOBITH, MOAJICKAUUX PETUCTPALIMHA B CHCTEMHOM XYypHAJE;

— TMPOBOJAMUTH AHAIM3 CHCTEMHOrO >KypHaia JJis BBISBJIEHUS IOIBITOK
HECAaHKIIMOHUPOBAHHOTO JIOCTYMa K 3alMIIAEMbIM peCypcam;

— OpraHM30BBIBaTH Ie4yaTh (HaiIoOB IMOJNb30BATENEH HAa MPUHTEPE U
OCYUIECTBJISITh KOHTPOJb COOJIFOJICHHS] YCTAaHOBJICHHBIX IMPABUI U IapaMETPOB
perucTpauMd M ydera OyMakHbIX HocuTened uHdopmanuu. ComnpoBOXIaTh
nojcucTeMsl obecrieuenus nenoctHoctu nadopmaruu B UCIIH;

— nepuoanuecku TectupoBarh ¢yHkimu C3U or HCJI, ocobenno mpu
VM3MEHEHUH NPOTPAMMHOM CPEJIbl U MOJTHOMOYUM UCIIOJIHUTEIIEH;

— BOCCTaHABJIMBaTh IPOTrPaMMHYK Cpey, HpOrpaMMHBIE CpPEICTBA MU
Hactporiku C3U npu cOosix;

— BectH JnaBe kKomuu nporpamMmubix cpeactB C3M or HCHA wu
KOHTPOJIMPOBATh UX pabOTOCIIOCOOHOCT;

— KOHTPOJIMPOBAaTh OTCYTCTBHE HA MArHUTHBIX HOCUTEJSX OCTAaTOYHOMN
uH(pOpMaIUU IO OKOHYaHUU padOThI MOJIb30BATENECH;

— TEepUOAMYECKH OOHOBJISATH AHTUBHPYCHBIE cpelacTBa (0a3bl AaHHBIX),
KOHTPOJIMPOBaTh COOJIOJIEHNE MOJIB30BATENSIMU MOPSAIOK U MpaBUJia MPOBEACHUS
aHTUBUPYCHOT'O TECTUPOBAHUS;

— TMpOBOAUTH  pabOTy MO  BBIABICHHUIO  BO3MOXXHBIX  KaHaJoOB
BMemiarenscTBa B mporiecc ¢yHkimonupoBanus WCII[IH u ocymiecTBieHus
HECaHKIIMOHUPOBAHHOIO J0CTyna K HMH(OpMAlMM M TEXHUYECKHM CpPEICTBaM
BBIYUCIIUTEILHON TEXHUKH;

—  COMPOBOXKJAaTh MOJCUCTEMY 3alUThl MHYOpPMAMKU OT yTEYKU 3a CUET
MOOOYHBIX  JJIGKTPOMArHUTHBIX U3JYYCHWA W  HABOJOK, KOHTPOJIHPOBATH



cobmonenre TpeOOBaHUI MO pa3MEUICHUIO M HCMHOJIb30BAHUIO TEXHUYECKUX
cpeacts UCII/H;

— KOHTPOJINPOBATH  COOTBETCTBUE  JIOKYMEHTAJIbHO  YTBEPKIAECHHOIO
coctaBa anmnapatHod u nporpammuoit yactu UCIIIH peanbHbIM KOH(MUTYpalusIM
NCTIIH, BecT y4eT U3MEHEHHUH amnmnapaTHO-MPOrpaMMHON KOH(GUTYpalnu;

— o0ecrnieyrBaTh CTPOTO€ BBHINOJHEHHUE TpeOOBaHUN MO 00€CIeUeHUIO
Oe3onacHOCTH HH(OpPMAMKM TpPU OPraHU3alUMU TEXHUYECKOTO OOCITYXKUBaHUS
UCIIlH u oTmnpaBke €ro B pPEeMOHT (KOHTPOJHMPOBATH  3aTUpaHUE
KOHQUACHIMATFHON MHGOpPMAIlMU Ha MAarHUTHBIX HOCHUTENSX C COCTaBJICHHUEM
COOTBETCTBYIOIIIETO aKTa);

— IPUCYTCTBOBATh (Yy4acTBOBATh) B pabOTax MO BHECEHUID M3MEHEHHI B
anmapaTHO-TIporpaMMHuyto KoHpurypanuto UCITIH;

— Bectu «OKypHan yuéra HemratHbix cutyauuud KCII/IH, BbIOTHEHUA
npo(UIaKTUYECKUX paboT, yCTAHOBKU M MOJIU(UKALIMK TPOrPAMMHBIX CPEJICTB Ha
kommnbrotepax UCITx»;

— TOJACPKUBATH YCTAHOBJICHHBI MNOPSIOK MIPOBEIECHUS AHTUBHPYCHOTO
KOHTpOJISL corjacHo TpeOoBaHUsIM Hactosulero llomoxkeHuil B ciiydae oTkaza
CPEACTB M CHUCTEM 3allluThl HMHGOpPMALMM NOPUHHMATh MEpbl IO HX
BOCCTaHOBJICHUIO;

—  JIOKJIaJbIBATh OTBETCTBEHHOMY 3a 3alIUTy uHpopMaIuy,
oTBeTCTBEHHOMY 3a »Hkcruryaranuio HMCIIJlH o HempaBOMEpHBIX IEUCTBUAX
MOJIb30BATENIEH, NPHUBOASIIMX K HApPYIIEHHIO TpeOOBaHUM MO  3aluTe
uH(popManuu;

— Bectu jaokymeHTauuio Ha WCIIIH B cooTBeTCTBUU € TpeOOBaHUSIMHU
HOPMATHUBHBIX JOKYMEHTOB.

2.9. AnvuHHcTpaTop O€30MACHOCTM ¥ OTBETCTBEHHBIH 3a 3alllUTy
uH(pOpMAaIUU UMEIOT MPaBO:

— TpeboBaTh OT COTPYAHUKOB — moib3oBareneit UCII[H — coOmoneHus
YCTaHOBJIEHHOM TE€XHOJIOTHU 00pabOTKK MH(OPMALMU U BBIOJIHEHUS HHCTPYKLIUN
no obecneyeHunro 6ezonacHocTu u 3amurte nHdopmaruu B UCI/IH;

— UWHUIUUPOBATH IPOBEIEHUE CIIY>)KEOHBIX paccieoBaHUl Mo (akTaMm
HapyLIeHUs YCTaHOBJICHHBIX TpeOoBaHMI obecrnieuyeHus 3aILNTHI,
HECaHKIIMOHUPOBAHHOI'O JIOCTYIA, yTpaThl, MOAU(PUKALMHU, MOPYH 3allUIIaeMOMn
uH(popmauu 1 Texunyeckux kommnoHeHToB MCIT/IH;

— TpeboBaTh mpekpalieHust o0padoTku HHGOPMALIMK B CIy4Yae HapylICHUS
YCTaHOBJICHHOTO MOpPsSAKa padOT WU HapylleHUs: (PYHKIIMOHUPOBAHUS CPEICTB U
CUCTEM 3aIUThl UHPOPMALIUH;

— y4acTBOBaTh B aHAJIM3€ CUTYallMil, KacaloIMUXCi (PYHKIUOHUPOBAHUS
CPEJICTB 3alUThI MH(OpPMALMU U pacciieoBaHusl (AKTOB HECAHKIIMOHUPOBAHHOTO
JOCTyTIA.

3. IHopsimok pe3epBUPOBAHUSA U BOCCTAHOBJICHUSA
padoTOCMOCOOHOCTH TEXHUYECKHUX CPEACTB M NMPOrPpaMMHOr0 obOecreveHmus,
0a3 TaHHBIX, 3alUIAeMOii ”HGPOPMALIMM U CPEICTB 3AIUUTHI HH(OPMALIUN



[lopsmox  pe3epBUpPOBaHHMA W  BOCCTAHOBJICHUA PabOTOCIOCOOHOCTH
TEXHUYECKUX CPEJICTB W IMporpammHOro ooOecrneuyeHusi, 0a3 ganHeix u C3U
onpeenser AeucTBus, cBs3aHHble ¢ (yHkiuonupoBanueMm WCIIIH, Mepwsl u
CpelcTBa  MOJJEPKaHUS  HENPEpPHIBHOCTH  pabOThl M BOCCTAHOBJICHMS
paborocnocoonoctr UCII/IH.

[lenbro HacTosmiero JokyMeHTa siBisieTca 3amuta 3yemeHtoB MCIIH ot
MpEeIOTBpAIICHUS TOTEPH 3aIUITAEMON HH(POPMALIUH.

3anauu:

— OMpeeNICHUE Mep 3alIUThI OT OTepU HH(OPMAITUH;
— ONpPENCIICHUE JEUCTBHM BOCCTAaHOBJEHUS B Cllydyae IIOTEPH
uH(pOpMaInu.

Jevicteue  Hacrtosimiero  llonmokeHust  pacnpocTpaHsieTcss Ha  BCEX
nonb3oBarenen MOAY «COI Ne 8», umeronux gocryn k pecypcam UCII/IH, a
TaK)K€ OCHOBHBIM CHCTEMaM OOECIEYEHHs] HEMPEPHIBHOCTH  padOThl U
BOCCTAHOBJICHUSI PECYPCOB IPU BO3HMKHOBEHHUM ABAPUMHBIX CHUTYyalMi, B TOM
qucIe:

— CHCTEMBI )KU3HEOOECIICUEHUS;

— CHCTEMBI 00ECTICUEeHHS OTKa30yCTONYMBOCTH;

— CHCTEMBI PE3EPBHOTO KOMMMPOBAHUS U XPAHEHUS TAHHBIX;
— CHCTEMBI KOHTPOJII (PU3UYECKOTO JOCTYyIIA.

IlepecmoTp  HacroAmIEr0  JOKYMEHTA  OCYHIECTBIIETCA IO  MeEpe
HEO0OXOIMMOCTH, HO HE PEXKe OJJHOr0 pas3a B JIBa roja.

OTBETCTBEHHBIM  PA0OTHUKOM 3a  pearupoBaHWE Ha  WHIUJCHTHI
0€30MacHOCTH, TPUBOAAIINE K MOTEPE 3alUIIAeMON HHPOpMAIINH, U 32 KOHTPOJIb
oOecrieueHus: MEpPOMPUSATUM MO MPETOTBPALIEHUIO WHIIUJICHTOB O€30MacHOCTH,
MPUBOJAIIMX K TOTEpe 3alluiaeMor uWHOOpMaluM, SBISETCS AJIMHUHUCTPATOP
0€30I1aCHOCTH.

[IpoucmiecTBre, cBs3aHHOE CO cOOeM B (DYHKITMOHHMPOBAHWUU JIIEMEHTOB
NCIIIn, mnpenoctaBisieMbix Tmons3oBarenssM  HMCII[IH, a Takke mnoTepei
3amuiaeMoit nadopmanmu (nainee — MHIKUIEHT), MOXKET IPOU30UTH B pe3yibTaTe:

— HENpPEIHAMEPEHHBIX AEHUCTBUU M0JIb30BATENEH.

— TIPEeIHAMEPEHHBIX JIEUCTBUH MOJb30BATENIEN U TPETHUX JIMLI.

— HapylIeHUs MPpaBUII dKCIuTyaTtanuu Texuudeckux cpeacts MCII/IH.

— BO3HUKHOBEHHWS  BHEIITAaTHBIX  CUTyalldd W OOCTOSITEJILCTB
HEIPEOIOIMMON CUIIBI.

Bce peiictBuga B mpouecce pearupoBaHus Ha MHOMAEHT  TOJKHBI
JIOKYMEHTHPOBAThCS OTBETCTBEHHBIM 3a pearupoBaHue paboTHUKOM B «OKypHaie
ydeTa HEIITaTHBIX CUTYaILHi»

B kparuaiimmme cpoku, He TMpEBBbIIIAIONIME OAHOro paboyero aHs,
OTBETCTBEHHBIE 3a pearupoBanue pabotHukn MOAY «COII Ne 8y
PEANPUHUMAIOT MEpbI 1o BOCCTaHOBJICHUIO paboTOCTIOCOOHOCTH.
[IpennpuHrMaemMble Mepbl MO BO3MOXXHOCTH COIJIACYIOTCS C BBIIIECTOSIIUM
pykoBosicTBoM. [lo HeoOXxoammMocTH, uepapxus MOKET OBITh HapyIlleHa, C IETbI0
MOJIYY€HHS BHICOKOKBATU(UIIMPOBAHHON KOHCYIBTAIIMU B KpaTYaHIIINE CPOKHU.



Bce kputnunbsie nomenienuss MOAY «COILL Ne 8y (rmomeliieHusi, B KOTOPbIX
pasmematotest anementsl UCII[IH U cpeiacTBa 3amiuThl) MpU HEOOXOAUMOCTU
JOJDKHBI ~ OBITh  O0OpYAOBaHBl  CPEACTBAMHU  TOKAPHOM  CHUTHAIU3alMU U
MOKapOTYLICHHUS.

Jist  BbImoJiHEHUsT  TpeOOBaHWN MO  JKCIUTyatanuu  (Temmeparypa,
OTHOCHUTEJIbHAS BJIAXKHOCTh BO3/yXa) IporpaMmmHo-amnmapaTHeix cpenacts MCIIn
B TMOMENICHUSAX, [IJ€ OHU YCTAHOBJIICHBI, JOJDKHBI MPUMEHSATHCS CUCTEMBI
BEHTWISIIIMU U KOHIUIIMOHUPOBAHUS BO3AyXa.

Jlist  mpenoTBpaiieHuss TOTepbh HWH(OpMANMU TpH  KPAaTKOBPEMEHHOM
OTKJIIOUCHHM 3JEKTPOIHEpTuu Bce KiroueBble sneMeHThl WCIIJIH, cereBoe u
KOMMYHUKAIIMOHHOE OO0OpYy/JOBaHKME, a Takke HamOoJjiee KPUTHYHBIE pabouune
CTAHIMM MOTYT TOAKIIOYAThCA K CETU DBJEKTPONUTAHUS Yepe3 HCTOYHUKHU
Oecrniepe0oitHOr0 nuTaHus. B 3aBUCHUMOCTH OT HEOOXOAMMOTO BPEMEHHU PabOTHI
pecypcoB TOCJE IOTEPU IUTAHHUS MOTYT HIPUMEHSITHCA CIEAYIOIIUE METOIBI
PE3EPBHOTO ANEKTPONUTAHHUS:

— JIOKaJbHBbIE UCTOYHUKHU OeCrepeOOMHOr0 EKTPOMUTAHUS C PA3TINYHBIM
BPEMEHEM IMUTAHUS AJISI 3aLIUTHI OT/IEIbHBIX KOMIIBIOTEPOB;

— HCTOYHUKUA Oecrnepe0OHOro MUTaHUA C JOMOJHUTEIbHOW (yHKIIHEH
3aIIMUTHI OT CKAYKOB HAIPSKEHHUS;

— JyOJIMpPOBaHHBIE CHUCTEMBI AJIEKTPOIUTAHUS B YCTPOUCTBaX (CEpBEPHI,
KOHIICHTPATOPbI, MOCTHI U T. 11.);

—  pE€3epBHbIC JUHUU DJCKTPOIUTAHUS B MpeeIax KOMILIEKca 3/JaHU;

— aBapuHbIC AIEKTPOreHEPATOPHI.

CucteMbl o0ecrieueHus1 0TKa30yCTOMUYUBOCTH BKIIFOYAIOT TEXHOJIOTHU:

—  KJIacTepu3aluu;

—  W30BITOYHBIX MAaCCHBOB HE3aBUCHUMBIX JKECTKUX NUCKOB RAID.

Jiist oGecnieueHusi 0TKa30yCTOMYMBOCTH KpUTUUHBIX KoMmrioHeHToB UCII/Ixn
npu cboe B paboTe 00OpYyIOBaHUS U MX aBTOMATHYECKOM 3aMEHBbI 0€3 MpPOCTOEB
JIOJDKHBL  MCTIOJIB30BAaThCSl METOJIbl  KilacTepu3aluuu. MOryT UCHOJIb30BaThCA
CJIEIYIONTUE METOMbl KJIACTEepHU3aluu: JJIsi HamOoJjee KPUTUUYHBIX KOMITOHEHTOB
NCIIJH AOJKHBI MCIHOJIB30BAThCS TEPPUTOPUATIBHO  YJIAJICHHBIE CHUCTEMBbI
KJIACTEPOB.

JIs1 3a0UTHI OT OTKA30B OTAEIBHBIX JUCKOB CEPBEPOB, OCYIIECTBIISIOMINX
00paboTKy M XpaHEHHE 3aluiiaecMoil WHGOpPMaAlUU, TOJKHBI HCIOJIb30BaThCS
texHosorun RAID, xotopeie (kpome RAID-0) mnpumensitor ayOnupoBaHue
JTAHHBIX, XPAaHUMBIX Ha JUCKaX.

CuctemMa pe3epBHOIO KOMHUPOBAHUS M XpaHEHUs JaHHBIX, JOJHKHA
oOecrieuynBaTh XpaHEHUE 3auuIaeMol WHGOpPMAIMK Ha TBEPIAbIA HOCUTENb
(PKeCTKHUM TUCK, ONTUYECKUM TUCK U T.IL.).

Pe3epBHOE KOMMPOBaHUE U XPAaHEHUE JTAHHBIX JOJKHO OCYIIECTBISITHCS Ha
MEPUOINYECKON OCHOBE:!

— 1 0o0pabaThIBa€MbIX TMEPCOHAIBHBIX JAHHBIX — EXKCEHEICIbHOE
pe3epBHOE KOMUPOBAHWE C COXPAHEHHEM KOmui Ha (HaljIoBOM CepBeEpe WU
pobotm3upoBanHoii OmOamoreke LTO ¢ MOCTOSHHBIM XpaHEHHEM HE MEHee
YEThIPEX MOCIEIHUX BEPCUN PE3EPBHBIX KON,



— JUIA TeXHOJOTHYECKON HHpopMaIu — He pexe 1 pa3a B 6 MecsIIeB;

— DOTaJOHHBbIE KOMMM TPOrpPaMMHOro oOecreyeHusi (OmnepalnroHHbIE
CUCTEMBI, IITATHOE W CIEIUAIbHOE MPOrpaMMHOE OOecredyeHue, MporpaMMHbIC
CpEIICTBA 3alllUThI), C KOTOPBHIX OCYIIECTBJISETCS MX YCTAaHOBKA Ha 3JIEMEHTHI
NCIIH — He pexe 1 pa3a B 6 MecALEeB, U KOKIbIM pa3 IPU BHECEHUH U3MEHEHUH B
ATAJIOHHBIE KOMUU (BBIXOJl HOBBIX BEpCUIA).

CbeMHBIE HOCHUTENIH, HA KOTOpPBIE MPOU3BEACHO PE3EPBHOE KOMHPOBAHUE,
JOJDKHBI  OBITh NPOHYMEPOBAaHbl: HOMEPOM HOCHUTENS, JaTOM MpPOBEICHUS
PE3EpPBHOIO KOIUPOBAHUSI.

Hocurenu momxHBI XpaHUTHbCS B HECTOpaeMOM IIKady WU MOMEIICHUH,
00OpYZIOBaHHOM CHCTEMOW TMOXApOTymIeHWsI (M0 BO3MOXHOCTH B 3JaHUH,
TEPPUTOPHAIBHO yIaJEHHOM OT 3/1aHusl B KoTopoM paszmeriaercs UCIT/In).

OTBETCTBEHHOCTh 3a MPOBEICHHE MEPONPUATHUA MO BOCCTAHOBJIEHUIO
paboTOCIIOCOOHOCTH TEXHMYECKUX CPEACTB M IMPOrpaMMHOro obecrieueHust 0a3
JAaHHBIX BO3JIaraeTcs Ha aJIMUHUCTPATOpa O€30MaCHOCTH.

OTBETCTBEHHOCTh 3a IIPOBEICHHE MEPONPUATHA II0 BOCCTAHOBJIECHUIO
cpenctB 3ammTbl MHpopmanmu (mamee — C3U) BosmaraeTcst agMUHHUCTpaTopa
0€30I1aCHOCTH.

4, Iopsimoxk koHTpoass 3amutbl uHHPopManmuun B MUCIIIn wun
NPUOCTAHOBKHU mnpenocrapienns [Iln B ciaydae oOHApy:KeHMsI HAPYIIEeHUH
nopsigfka ux mnpenocrasieHus. Ilopsitoxk pasdupartenbcTBa M COCTABJICHHA
3aKJII0YeHHd 10 (aKkTamM HecoOJI0IeHUs1 YCJIOBUN XPaHEHHMsI HOCHUTeJIeH
NMEePCOHAJIBHBIX JAHHBIX, MCMOJb30BAHUS CPEACTB 3alIMTHI MHGOpMAIUM H
NPUHSATHE MeP MO NPeI0TBPANIEHUI0 BO3MOKHBIX ONIACHBIX MOCJIeCTBUH

4.1. Kontpons 3ammtel uHpopmamumu B MCIIJIlH — Kommiekc
OpPTraHU3alMOHHBIX M TEXHUYECKUX MEPONPHUITUH, KOTOPbIE OPTraHU3YIOTCS U
OCYILIECTBIISIIOTCSI B LEJSX MPEAyNpeXACHUS U TMPECEYCHUS BO3MOMKHOCTH
MOJYYEHHUS] TOCTOPOHHUMH JIMLIAMHU OXPAaHSEMbIX CBEICHUM, BBISBICHUA U
MPEeIOTBPAIICHUS] YTEUKH MH(POPMALMU MO TEXHUYECKUM KaHajaM, HCKIIOUYEHUS
WM  CYIIECTBEHHOIO 3aTPYAHEHUS HECAHKIMOHHPOBAHHOTO  JIOCTyHa K
uHOpMAaIUU, XWIIEHUS TEXHUYECKUX CPEACTB M Hocutened uHdopmaiuu,
NpEAOTBPAIICHUSI  CHEUUANIbHBIX  MPOrPAMMHO-TEXHUYECKUX  BO3JICHCTBUI,
BBI3BIBAIOIIUX HAPYIICHHE XapaKTepUCTUK O€30MacHOCTH WHOOpMAIUU WU
paboTOCIOCOOHOCTH CUCTEM UH(POPMATU3ALIIH.

4.2. OCHOBHBIMU 3aJlauaMH KOHTPOJIS SBIISIOTCS:

— TMpoBEpKa OpPraHU3allUd BBITIOJIHEHUS MEPONPHUSATUM 1O  3aIuTe
undopmariu B MOAY «COII Ne 8y, yuéra TpeboBaHuUii MO 3a1uTe HHGOpMaIuu
B pa3pabaThIBaEMbIX IJIAHOBBIX U PACTOPSIAUTENBHBIX IOKYMEHTAX;

— BBIABJICHHE JIEMAaCKUPYIOMUX pu3HakoB 00bexToB UCII/IH;

— YTOYHEHHUE 30H TepexBaTa obpabaThiBacMoOi Ha 00bEKTaX MHGOPMAIIHH,
BO3MOXKHBIX KaHAJOB yTEUKH WH(MOpMAIUU, HECAHKIIMOHUPOBAHHOTO MOCTYIa K
HEl ¥ IPOrpaMMHO-TEXHUYECKUX BO3JACHCTBUIN HA MH(GOPMAIIHIO;



— TPOBEPKA BBHIMOJIHEHUS] YCTAHOBJICHHBIX HOPM U TPEOOBAHUH IO 3aIIHUTE
uH(pOpMaAIMU OT YTEYKM MO TEXHUYECKUM KaHajaM, OLIEHKa JO0CTaTOYHOCTH M
7 (HEKTUBHOCTH MEPOIIPUSATUH O 3aIIUTE UHPOPMAIIUK;

— TmpoBepka BbIMOJHEHUS TpeOoBanuit mo 3amure MWCIIAa ot
HECAHKIIMOHUPOBAHHOTO IOCTYIIA;

— TMpOBEpPKa BBHIMIOJHEHHUS] TpeOOBAaHUM 1O AHTUBUPYCHOW  3alllUTe
aBTOMATU3UPOBAHHBIX CUCTEM U aBTOMATU3UPOBAHHBIX PAOOYUX MECT;

— TpoOBepKa 3HaAHWM paOOTHUKOB MO BOMPOCAM 3alTUTHl HHOOPMALIUN U UX
COOTBETCTBHUSI TPEOOBAHHSIM YpPOBHS MOJATOTOBKU JJIsi KOHKPETHOTO pabodero
MECTa;

— ONEpaTUBHOE MPUHATHE MEpP MO MPECEYEHUIO HApYLIEHWH TPeOOBAHMIA
(ropm) 3amuTel nHpopmaruu B UCIT/1H;

— pa3paboTka  TPEUIOKEHHH MO0  YCTPAHEHUIO (ocnabieHuto)
JEMACKUPYIOIUX MPU3HAKOB U TEXHUUECKUX KaHAIOB YTEUYKH HH(MOPMAIIH.

4.3. KouTpoab 3amuThl UHGOPMAIMK MPOBOAUTCS C YUYETOM pPEabHBIX
yCIOBUM MO BCeM (U3MUECKUM TMOJSM, MO KOTOPHIM BO3MOXKEH IepexBar
undopmaruu, nupkynupyromein B UCIIn YupexaeHus, 1 OCylIeCTBISETCS IO
O00OBEKTOBOMY MPUHIUITY, IPY KOTOPOM Ha OOBEKTE OJHOBPEMEHHO MPOBEPSIFOTCS
BCE BONPOCHI 3alUThl HHPopManuu. [lepeueHb KaHAIOB YTEUKH yCTAHABIMBACTCS
B COOTBETCTBUU C MOJIEIIBIO YTPO3.

4.4. B xoae KOHTPOJISI IPOBEPSIIOTCS:

— COOTBETCTBHE MPUHATHIX MeEp IO oOOecrneyeHno Oe30MacHOCTU
nepcoHaabHbIX TaHHbIX (Aanee — Ob [1/1H);

— CBOEBPEMEHHOCTb W IMOJHOTA BBIMOJHEHHUS TPEeOOBAaHUN HACTOSIIETO
[Tonoxenus u aApyrux pykopoasumx nokymeHToB Ob I1/1H;

— TIOJIHOTAa BBISIBJICHUS  JIEMAcCKUPYIOIIMX MPU3HAKOB  OXPaHSIEMBIX
CBeJIeHUN 00 O0BEKTax 3allUThl M BO3MOXKHBIX TEXHHUYECKHUX KAHAJOB YTECUKH
uH(OpMaIMK, HECAaHKIIMOHUPOBAHHOTO JOCTyna K HEW ¢ MporpaMMHO-
TEXHUYECKUX BO3JICUCTBUI HAa MH(POpMAITHIO;

— 9(QpeKTUBHOCTh TNPUMEHEHHS] OPTaHU3AIMOHHBIX W TEXHUYECKUX
MEPOTIPUATHI 110 3a1TuTe HHHOPMAIIHH;

— YCTpaHEHHME PAHEE BBISBICHHBIX HEIOCTATKOB.

Kpome Toro, moryr mpoBOIUTHCS HEOOXOIMMBIE HU3MEPEHHUS U PACUETHI
NpUTJAIeHHbIMA JJI 3TUX LeJell cheuuaiucTaMu OpraHU3alMM, HMEoUen
cootBercTBYytomME auieH3nu @CTIK Poccun.

4.5. OCHOBHBIMH BHJAaMHU TEXHHUYECKOTO KOHTPOJISA SIBJIISIOTCS BU3YaJIbHO-
ONTUYECKUI KOHTPOJIb, KOHTPOAb 3PGEKTUBHOCTH 3alIUThl HHQOpPMALUU OT
YTEUKH MO TEXHUYECKUM KaHallaM, KOHTPOJIb HECAHKIIMOHUPOBAHHOTO JOCTYyNa K
“H(pOpMaIK U TPOTPAMMHO-TEXHUUYECKUX BO3/ICUCTBUI HAa HHPOPMAITHUIO.

4.6. TlomyueHHple B  XOA€  BEIACHUS  KOHTPOJSA  PE3YyJIbTAThI
00pabaThIBAIOTCS W AHAIM3UPYIOTCS B IEJISAX OINPEACIICHUS TOCTATOYHOCTH H
3G ()EKTUBHOCTH TPEANMHUCAHHBIX MEp 3alUThl HHPOPMAIMA ¥  BBISBICHUS
Hapymenuid. [Ipu oOHapyXeHUM HapylieHWH HOPM M TpeOOBaHWUU IO 3aIlUTe
uH(OpMAIUU aTMUHUACTPATOpP O€30MACHOCTH JOKJIAABIBACT PYKOBOJIUTENIO [IJIS
MPUHATUS UMH PEIIEHUS O MPEKpaIieHuu 00padoTku nH(pOpMAIUU U IPOBEIACHUS,



COOTBETCTBYIOIIMX OPTraHU3allMOHHBIX M TEXHUYECKUX MEpP IO YCTPAaHEHHIO
HapyleHus. Pe3ynbTrarbel KOHTPOJIS 3alUThl HHGOPMALIMK OQOPMIISIOTCS aKTaMu
100 B COOTBETCTBYIOIIMX KypHaJaX y4eTa pe3yIbTaTOB KOHTPOJIS.

4.7. HeBbImosHEHWE NPEANUCAHHBIX MeponpusaTuid 1o 3amure [1/1H,
CUMTAETCSI MPENOCHUIKON K yTeuke HHGOpMaILMK (Jjanee — MPEeArnochliKa).

[lo kaxmol mNpeAnochUIKe [JIsi BBIACHEHHS OOCTOSTENbCTB M MPUYHUH
HEBBITIOJIHEHUST YCTAHOBJICHHBIX TPEOOBaHUI MO YKA3aHUIO PYKOBOJUTENS WIIU
OTBETCTBEHHOTO 32 3aIIUTy UH(QOPMAIMH TPOBOAUTCS PacciieJOBaHHE.

JIns mpoBeneHust paccielOBaHUs HAa3HAYAETCS KOMHCCHUS C IPUBJIICUCHUEM
anMUHHCTpaTopa Oe3onacHocTu. Komuccus o0si3aHa yCTaHOBHUTD, UMETIa JIM MECTO
yTeuKa CBEJCHHUI, W OOCTOATEIbCTBA €U COMYTCTBYIOIIWE, YCTAHOBHUTDH JIMII,
BUHOBHBIX B HApYIICHUH MPEIMMCAHHBIX MEPONPHATHI 1O 3amuTe nHpopMaIuu,
YCTaHOBUTH MPUYHMHBI U YCIOBHUS, CIIOCOOCTBOBABIIME HAPYIICHUIO, U BBIPAOOTATh
pEKOMEHJaMU MO0 HX ycrpaHeHuro. llocime OKOHYaHMS — paccielOBaHUS
PYKOBOJMTEIb MPUHUMAET PEIICHUE O HaKa3aHWW BUHOBHBIX JIUI] U HEOOXOUMBIX
MEPOIPHUATHAX IO YCTPAHEHUIO HEJOCTATKOB.

4.8. Benenue KOHTpPOJS 3alIUThl MHGOPMAIMHU OCYIIECTBISETCA MYTEM
MPOBEICHUS] TEPUOANYECKUX, IUJIAHOBBIX W BHE3ANHBIX IMPOBEPOK OOBEKTOB
3amuThl. lepuoanueckue, miaHOBbIE W BHE3aINHbIE NMPOBEPKH 00bekTOB MOAY
«COII Ne 8» mpoBoasTCs, Kak MPaBUIIO, CUJIAMU aJIMUHUCTpPATOpa 0€30MacHOCTH
U(WIM) OTBETCTBEHHOIO 3a 3allUTy HWHQPOPMALMH, B COOTBETCTBUU C
YTBEPKIACHHBIM [IJIAHOM HJIU IO COTJIACOBAHUIO C PYKOBOJIUTEIIEM.

4.9. Opnoii w3 ¢GopM KOHTpOJIA 3amUThl WHGOPMAIUU  SBISETCS
oo0cnenoBanre 00bekToB MCIIJIH. OHO MpOBOAMTCS HE peXke OJHOTO pas3a B roj
pabouell Tpynmnoil B cocTaBe aJMUHUCTpaTopa 0€30MaCHOCTH, OTBETCTBEHHOIO 32
3alUTy UWH(OpMalMK, OTBETCTBEHHOIO 3a OJKCIUTyaTanuio oObekTa. Jlis
ob6cnenoBanus VCIT[IH MOKET MpHUBJICKATHCS OpraHU3allnsl, UMEIOIAasl JIMIICH3UIO
OCTIK Poccuu Ha 1eITEIbHOCT IO TEXHUYECKOH 3anuTe HHGOPMAIIUH.

4.10. O6cnenoBanue WCII/In mnpoBoauTCsS ¢ TENBIO  ONPEACIICHHUS
COOTBETCTBHS TTOMEIICHHUM, TEXHUYECKUX U MPOTPAMMHBIX CPEJCTB TPEeOOBAHUSIM
Mo 3amnuTe UHPOPMAIlUU, YCTAHOBIEHHBIM B «ATTECTaTe COOTBETCTBUS» H(WJIN)
TpeOOBaHUAM MO OE30MACHOCTU MEPCOHANBHBIX JaHHBIX.

4.11. B xoxe obcrie1oBaHMS TPOBEPSAETCS:

— COOTBETCTBUE TEKYIIUX YCIOBUH (DYHKIIMOHUPOBAHUS 0OCIIETyeMOro
oowvekta UCIIIH ycnoBusiM, CIIOKUBIIUMCS HA MOMEHT IIPOBEPKH;

— coOJro/IeHre OpraHu3allMOHHO-TEXHUYECKUX TPeOOBaHUM MOMEIICHUH, B
koTopbix pacnionaraercs UCII/IH;

— COXPAaHHOCTb MedaTel, TNIOMO Ha TEXHUYECKUX CpEACTBaxX Nepenaydu u
00paboTku MHPOPMALIMKM, a TAKXKE Ha YCTPONCTBAX MUX 3alIUThl, OTCYTCTBHE
MOBPEXACHUIA SKpPAaHOB KOPITYCOB ammaparypbl, oO0oJiouek kabenmed u HX
COEIMHEHU C IIMHAMU 3a3EMJICHMUS;

— COOTBEeTCTBUE BhHIMONHAEMBIX Ha 00bekTe WMCIIJIH Mepompusatuii mo
3amuTe HHHOPMAITUU TaHHBIM, U3JI0)KEHHBIM B HACTOSIIEM TTOJIOKCHHH;

— BBINOJHEHUE TPeOOBAaHUU MO 3amuUTe WH()OPMAIMOHHBIX CUCTEM OT
HECAaHKIIMOHUPOBAHHOTO JOCTYIA;



—  BBINOJTHEHHE TpeOOBaHUI MO aHTUBUPYCHOMN 3alIUTE.

4.12. Jlns BBIABJICHUSI PATUOIICKTPOHHBIX YCTPOWCTB M  MPOBOOB
HEU3BECTHOTO Ha3HA4YCHMs, MPEAHAMEPEHHOIO0 HApYIIEHHUs 3alllUTHBIX CBOMCTB
000pyZ0BaHUs, a TAKKE HE MPETyCMOTPEHHBIX MMPAaBUIIAMU HKCILTyaTalluid OTBOJIOB
OT O00OpYJOBaHUS U COCIMHUTENbHBIX JIMHHUM, MPOJOKEHHBIX B BBIIECIECHHBIX U
3alMIIAEMbIX TOMEIIECHUAX, a TaKXke JPYruX HapylmeHud ¢ CcrnocoOoB
BO3HMKHOBEHUS KAHAJIOB YTEUKH HH(POPMALIMU HEOOXOANUMO:

— THIATEJBHO OCMOTPETh MeOelb, CYBEHHPHI (OCOOCHHO HHOCTPAHHOIO
IPOM3BOJCTBA), OOOpYyIOBaHHE, YCTAHOBJIEHHOE B 3TOM  IOMEIICHUH,
OCBETHUTEIIbHYIO aIlllapaTypy, HHUIIA OTOMHTENbHBIX OaTapeil, ITOpbl, OKOHHBIE
MPOEMBI U T.[I.;

— BCKPBITb M OCMOTPETHb PO3ETKH, BBIKJIIOYATEIN OCBETUTEIBHON CETH,
JIFOKW BEHTUISILIUU U KaHAJbl CKPBITOM MTPOBOJIKH;

— IIPOBEPUTH KAYECTBO YCTAHOBKH CTEKJIOIIAKETOB OKOHHBIX IIPOEMOB;

— TIIPOBECTH allapaTypHYI0 IPOBEPKY IOMEUICHUS Ha OTCYTCTBHE
BO3MO>KHO BHEAPEHHBIX AJIEKTPOHHBIX YCTPOMCTB IepexBaTa MHpopManuu (mpu
HAJIMYUHU COOTBETCTBYIOLIEH amnmapaTypsl), IpU HEOOXOJUMOCTH AJIsi IPOBEACHUS
JaHHBIX BHJIOB pabOT MOTYT [PHUBJIEKATbCS OpraHu3allid, HMMEIOIINe
cooTBeTcTBYIOMIME auiieH3uu @Cb Poccun.

4.13. T'ocyapCTBEHHBIN KOHTPOJb COCTOSIHHSI 3alllUThl MHGOPMAINH
ocyuiecTBisieTcs: PenepanbHOMl CIyKObl MO TEXHUYECKOMY U HKCIIOPTHOMY
koHTpoto Poccun u denepanbHoi city:x00i 6e3onacHoct Poccuu B paMkax ux
MMOJJHOMOYHMI B COOTBETCTBUHU C JEHUCTBYIOIIMM 3aKOHOJATEILCTBOM Poccuiickoi
@enepauuu. JocTyn mpeAcTaBUTENEd yKa3aHHBIX (eAepa’bHbIX OpPraHoOB
UCITOJIHUTENIbHOM BJIACTH HAa OOBEKTHI ISl MPOBEACHMS MPOBEPKH, a TAKXKE K
paboTaM U TOKyMEHTaM B 00beMe, HEOOXOAUMOM JIJIsl OCYIIECTBICHUSI KOHTPOJIS,
o0ecrieunBaeTcs B YCTAaHOBJIIGHHOM TMOPSAKE MO MPEAbABICHUU CIIy)KEOHOTO
yIOCTOBEPEHUS] COTPYAHHMKA, a TaKXKe JOKyMEHTAa YCTaHOBJIEHHOM (GOpMbI Ha
IIPaBO MPOBEJAEHUS IPOBEPKH.

4.14. Knaccudukarus HapyeHui 3amutsl 110

Hapymienusi, cBsi3aHHbIE C BBINOJHEHHEM TpeOOBaHUM PYKOBOISALINX
JIOKYMEHTOB M0 0€30MacHOCTH HMH(OpMalMH, ¢ MPUMEHEHHUEM CPEICTB 3alUThI
uHbOpMallMl W pa3TpaHUUYECHUEM JOCTYyINa, HCIIOJIb30BAHUEM TEXHUUYECKOTO,
IporpaMMHOro obecnedeHus: HMH(POPMALMOHHBIX CHUCTEM, IO CTENEHH UX
OIMMACHOCTH 1EJeCO00pa3HO pa3/IeanTh Ha:

— HapyueHus | - ol Kareropuu;

— HapyleHHs 2 - Ol KaTeropuu;

—  HEKaTeropupoOBaHHbIEC HAPYILICHUS.

K napymenusm 1-oif KaTeropuum OTHOCSTCS HApYIICHHs, MOBJICKIIME 3a
coboif pasrmameHue (yTeuKy) 3allUIIaeMbIX CBEJIEHUHM, YTpaTry OyMa)KHBIX
JIOKYMEHTOB M MarHUTHBIX HOCUTeJIeH HH(OPMAIMH, YHUUTO)KCHHUE (MCKAKEHUE)
UHPOPMAIIMOHHOTO U TPOTPaMMHOIO OOecleueHusi, BBIBEJACHHUE W3 CTPOs
TEXHUYECKUX CPEICTB.

K HapymeHussM 2-0il KaTeropuu OTHOCSTCS HApYLICHHs, B pE3yJbTaTe
KOTOPBIX BO3HHUKA€T BO3MOXHOCTb pasrjlalieHuss (yTEUKH) 3allUIIaeMBbIX



CBEACHMIA WM yTpaThl OyMaXHbBIX JOKYMEHTOB M MAarHUTHBIX HOCHUTEJEH
uH(pOpMAaIUU, YHUYTOKEHUS (MCKaKEeHMs) MH(OPMAIIMOHHOTO M IPOrpaMMHOTO
oOecrieueHus1, BEIBEJICHUS U3 CTPOSI TEXHUYECKUX CPEJICTB.

OcranbHble HapyUIEHUs, HE BOUICAIIME B MEPBYIO W BTOPYIO KaTETOpHUU,
OTHOCATCS K HEKaTErOPUPOBAHHBIM HAPYIICHUSIM.

Hapymenus 1-oii kaTeropum:

— yTpara OyMa)KHbBIX JOKYMEHTOB U MarHUTHBIX HOCUTENEeH MHPOpMALIHH,
coJiep KaImx oxpaHsieMble (KOH(PHUICHITNATBHBIC) CBEICHUS;

— JeicTBUS PaOOTHUKOB CTPYKTYPHBIX TMOJpa3fesieHuil, MpPUBEIIINE K
VCKOKECHHUIO WIH Pa3pyLICHUIO OXPAHSAEMbIX CBEACHHM WM HHBIX 3alUIIAEMBbIX
pECYpCOB;

— yMBIIUIEHHas pa3pabd0TKa, HCIOJIb30BAaHHE W  PACHPOCTPAHEHHE
BPEJOHOCHBIX MporpamMMm (IporpaMMm - BHPYCOB H T. 1I.), a TaKke
HeNpeJHaMEpeHHble (II0 XaJaTHOCTH) BUHOBHBIE JEMCTBHS, MpHUBEALINE K
UCITOJIB30BAHUIO U PACIPOCTPAHEHUIO TAKUX IIPOrPaMM;

— HECaHKUMOHHMpPOBAHHAas  KOPPEKTUPOBKA  aJpecHOM  HH(pOpMauuu
MapuIpyTOB U MyTel KOMMYTAallUd TEXHUYECKUX CPEICTB I0JIb30BATEICH NAHHBIX
U COOOIIEHUI B MUHPOPMAIIMOHHBIX CETSIX;

—  KOMIIpOMETAIMs CPEACTB 3alIUThl UH(POPMALINY;

— HECaHKUMOHMPOBAHHBIN JOCTYII K 3alUIIAeMON HHPOpMAIHH;

— HECAHKIMOHUPOBAHHBIE IEHCTBHS PaOOTHUKOB, HalpaBJIEHHbIE HA cOOD,
HAKOIUJIEHUE U 000011EeHNE OXPaHAEMbIX CBEICHHM.

Hapyumenus 2-0it kKaTeropuu:

—  KOMIIpOMETAIMS NapoJIeH;

— HECBOEBPEMEHHas 3aMeHa Mapojied W HACHTUPUKATOPOB NPH HUX
KOMITPOMETAINH;

— BBIBOA HMH(pOpMAIUM, COJEp)Kallell oXpaHseMmble CBEJIEHUs, Ha
HEYUYTEHHbIE HOCUTEIN HH(OPMALIMK U MAIlIMHHBIE JOKYMEHTHI;

— HECAHKUMOHUPOBAHHOE BHECEHHME M3MEHEHH B  IPOTrpaMMHOE
uHdopMaImoHHOE obecrieueHne HHPOPMAITMOHHBIX CUCTEM;

— HECaHKUMOHHMPOBAHHOE OTKJIFOUEHHUE CPEACTB 3allUThl HH)OPMALINY;

—  CaMOBOJIBHOE OTKJIFOUEHHE CPEACTB aHTUBUPYCHOM 3aIlUTHI;

— HECAHKUMOHUPOBAHHOE IIOJKIIOUYEHUE K BBIYMCIUTEIBHON  CETH
HEIITaTHBIX TEXHUYECKUX CPelCTB 00paboTku MHpoOpMaluK (HampuMep, JTUYHBIX
MOPTATUBHBIX KOMIBIOTEPOB U T.11.);

— BXOJ B cucTeMy B 00x01 cucteMbl 3amuThl (3arpy3ka OC ¢ Ghadm-KapTel
uu 3arpy3ouHoro CD);

— OTCYTCTBME pasrpaHMuY€HUs AO0CTyna K uHGOpMaIUU, cojaepxkaliei
OXpaHsieMble CBeJeHUS U 00padaThiBA€MOW B MHOTOMOJB30BATEILCKOM PEXUME,
npu pabore mo TtexHosoruu "Kmuent-CepBep", a Takke A0CTyna M3 JAPYTUX
UH(GOPMAIIMOHHO - BBIYMCIMTEIBHBIX CETEH IO KaHajllaM KOpPIOPATUBHOM WU
OTKPBITOM CETH;

— HapylUleHHe MOpsAJIKa ydeTa, XpaHeHHs U oOpallleHus CO CpeICTBaMHU
pasrpaHu4eHUs JOCTyna K HHPOpMaIIH.



IlepeyeHb ~ KaTEropUMpOBAHHBIX  HAPYMIEHUM  JOJDKEH  €XEroJHO
KOPPEKTUPOBATHCS M JOBOJUTHCS JO BCEX pabOTHUKOB, pabOTaroUMX C
3alMIAEMBIMU PECYPCAMH.

4.15. OmneparuBHas peakiys Ha HapyIIEHUs pexXruma 0€30IMacHOCTH

PaGoTHukH 00s13aHBl  HEMEMJIEHHO  YBEJOMJISITh  HEMOCPECTBEHHBIX
PYKOBOAMTENEH U OTBETCTBEHHOIro 3a obOecrieueHue OezomacHocTu I1/IH nmma o
CIIy4asx HapyIICHHS 3allUThl UM 00 OOHAPYKEHHBIX YA3BUMOCTSX (CIa00CTSIX) B
UH(GOPMAIIMOHHBIX CUCTEMAaX U CPECTBAX 3AIUTHL.

@OyHKIMM CBOCBPEMEHHOW M AJEKBATHOM pPEaKIMM Ha BbIABICHHBIC
Hapymenus 3amuTel [1/1H, Tpebyronmx onepaTuBHOTO pearupoBaHus, HAIIpUMeEp,
TaKUX KaKk OOHApy>KEHHE W HEUTpajau3alus BTOPKEHHI XaKEpOB WJIM BHEIPEHUE
MpOrpaMMHBIX BHUpPYCOB, Bo3znaratorcss Ha Anamunuctparopa HWCIIn wu
Anmunuctpatopa Oe3zonacHoctd MCIIJIH. DT paOOTHUKKM JOJKHBI  OBITH
JOCTYNHBI B T€YEHUE pabovyero BpeMeHu (JIMYHO, MO TelIe(POHY WM 3IEKTPOHHOU
o4Te).

PadotHuku MOAY «COII Ne 8» momxHBI 00pamarbcs K HUM TIpH
OOHapy)KeHMM MpPU3HAKOB HapylleHus 3amuThl [IJIH B COOTBETCTBUU C
YCTaHOBJIEHHOW MPOLIEAYPOU.

4.16. PaccienoBaHue HMHIMIEHTOB, CBSI3aHHBIX C HapYUICHUSAMH 3alUThI
I11x

[lo xaxxIOMy HWHUHIEHTY, CBSA3aHHOMY C HapymeHueM 3amutbl [/l B
MOAY «COII Ne 8, 10J5KHO IPOBOAUTHCS pacciieioBanne. OTBETCTBEHHOCTh 3a
IIPOBEJICHUE PACCIIEIOBaHUs BO3JIAracTCsl Ha JIML OTBETCTBEHHBIX 3a 00eCIeUeHue
oeszomacuoctu I11/1H.

B pesynbTate paccnegoBaHus HEOOXOIUMO ONPEIETUTh:

— Hapywmurens (HapyumuTeneit) 3amutel [11H;

— KaTeropuio HApyIICHWs M BEIUYMHY HAHECEHHOro yiiepOa (eciau OoH
€CTh);

— TIPUYHHBI, IPUBEAIINE K HAPYIICHHIO;

— Mepbl U CpEICTBa, HEOOXOIMMBIE ISl JIMKBUJIALMU HEXeJaTebHbIX
MOCJIE/ICTBUM;

— Mepbl U CpeAcTBa, HEOOXOIUMBIE Al JMKBUJAIMM WM OCJIa0JeHus
OPUYUH, MPUBEIIIMX K HapyUIeHUIO, YTOObl TOJOOHBIE HApyLIEHUS He
MOBTOPSJIUCH B OyAyLIEM.

Pe3ynbTaThl paccienoBaHust JOJKHBI OPOPMISITECA AOKYMEHTalbHO. Bua
HapyILIEHUs, €CJIM TaKOBOI'O0 HE ObLJIO paHee, JOJKEH ObITh BKIIIOUEH B MEPEUYCHb
KaTEeropupOBaHHBIX HAPYILIEHUH 110 3a1uThl I1/1H.

5. IHopsimok oO0yuenusi mepconasia npakruke padoorsli B UCII/In B
yacTu odecrneyeHUus 0€30NMaACHOCTH NMEePCOHAIBHBIX JaHHBIX

5.1. Tlepen mnawamom padorel B MCIIJIH monp3oBaTean JAOJKHBI
O3HAKOMUTBCSI C HMHCTPYKIUSMH IO HCIOJb30BAHUIO MPOrPAMMHBIX U
TEXHUYECKUX CPEJCTB, MO HMCIOJb30BAHUIO CPEJICTB 3aIUThI WH(POpPMAIUU TIOJ
POCIIHCB.



5.2. Tlonp3oBaTenu AOJKHBI MPOAEMOHCTPUPOBATH  AJIMHUHUCTPATOPY
O0e3zomacHOCTH W (WJIM) OTBETCTBEHHOMY 3a 3alllUTy HWH(pOpMaIuyd HaIudue
HEOOXOJMMBIX 3HAHMM M YMEHHMM JJisi BBIIIOJIHEHHsS] TpeOOBaHUN HACTOSIIETO
[Tonoxenusi. AaMUHUCTpaTOp OE30MACHOCTH JOJDKEH BECTH KypHal yuera
MPOBEPOK 3HAHUI M HABBIKOB TOJIb30BaTEIICH.

5.3. [Ilonwp3oBarenu, JEMOHCTPUPYIOIIME HEAOCTATOYHbIC 3HAHUS U
yMeHus Uil o0ecriedeHus: 6€30MacHOCTH MEPCOHANIBHBIX JJAHHBIX B COOTBETCTBUU
c TpeOOBaHUSAMHU HACTOAIIETO MOJ0XKeHus, K padore B UCII/In He nomyckatoTcs.

5.4. OtTBeTcTBEHHBIM 32  OpraHu3aluio OO0y4YyeHHUS U  OKa3aHHUe
METOJUYECKON MOMOIIY B YUPEKICHUHU SBJISIETCA aIMUHUCTPATOpP OE30MaCHOCTH.

5.5. Jlna mnpoBenaeHus 3aHATUM, CEMHUHAPOB M COBEIIAHUM MOTYT
IPUBJIEKATHCA CHEUAIHUCTHI [0 TPOrPAMMHOMY M TEXHHYECKOMY OOECIIEUEHHIO, a
TaKke CIEIHaJIUCThl OpraHoB 1o arrectanuu oowbekToB MCIIH, opranu3zanmii-
mnen3natoB @CTOK Poccun u ®CH Poccun.

5.6. K pa6ore B UCIIIH nomyckaroTcs TOJIBKO COTPYIHUKHU MPOIISAIINE
nepBuuHbld UHCTpYKTaXk Ob (ocHoBBl Gezomacnoctu) B UCIIJIH u moka3zaBiive
TBEpJIbIE TEOPETUYECKHE 3HAHUS M MPAKTUYECKHE HaBBIKM, O 4Y&M JellaeTcs
COOTBETCTBYIOIIAs 3amuch B JKypHaie ydé€ra MOJIb30BaTENEd, AOMYLIEHHBIX K
WH(OPMAITMOHHBIM CUCTEMAaM MEePCOHAIBHBIX JIAHHBIX.

5.7.  AnMuHHCTpaTopy 0€30MaCHOCTH PEKOMEHI0BAHO UMETh MPOQPUIHHOE
oOpazoBaHue (JTUOO0 NUIIOMBI O TIOBBIIICHUU KBadu(UKAIUK) B 00JIACTH 3aLTUTHI
uH(popmaruu. PexomMennyercs IIPOXO0KJICHUE aJIMUHUCTPATOPOM
CIEIUAIM3UPOBAHHBIX KYpCOB IO aJAMUHUCTPUPOBAHUIO CPEACTB  3allUTHI
uHpopmanuu, ucnoib3yembix B UCIT/IH.

6. Iopsinoxk mnpoBepKHM 3JJICKTPOHHOIO JKypHaJia oOpalieHMd K
NCIIIn

6.1. Hacrosumit pasnen IlomoskeHust ompenensieT MOPSIO0K MPOBEPKHU
AJIEKTPOHHBIX XKypHaJIOB oOparienuii k pecypcam UCIT/IH.

6.2. IIpoBepka 37EKTPOHHOTO KXypHaja oOpaIieHUl MPOBOAUTCS C IIEJIbIO
BBISIBJICHUSI HECAaHKIIMOHUPOBAHHOTO JOCTyNa K 3alluiiaeMod uHpopManuu B
NCITH.

6.3. [IpaBo mpoBepkH PIEKTPOHHOTO KypHAJa 0OpaIieHuil UMEIOT:

— aJIMUHHCTPATOp OE30IMaCHOCTH;
— OTBETCTBEHHBIH 3a oOecrnieuenue O0e3onacHocTu [1/1H;
— pykoBoauteiab MOAY «COIL Ne 8.

6.4. Ha texuuueckux cpencrBax MCIIJIH, Ha KOTOPBIX YCTaHOBJIECHBI
crenuaIu3upoBaHHbIe CpelicTBa 3amuThl nHpopmanuu (nanee — C3U1) mpoBepka
AJNIEKTPOHHOTO >KypHaja MPOU3BOJUTCS B COOTBETCTBHUM C MPHJIATa€MbIM K
ykazaHHbIM C3U PykoBocTBOM.

6.5. Ecnu B xoze MepuoAUYECKUX, TUIAHOBBIX WJIM BHE3AITHBIX MPOBEPOK
NCTIIx BeisiBaens! cnydan HCJL k uadopManmyu KOHGUISHITMATHHOTO XapakTepa,
TO BCTYMAET B cWily M.10. 4.6., 4.7. nannoro [lonoxeHus.

6.6. IIpoBepke momnexat Bce dnekTpoHHbIe xypHaIB UCIT/IH.



6.7. Ilpomepka momKHA MPOBOAMWTHCS HE PEXKE, UeM OAWH pa3 B HENEIIO C
I[EJIbI0 CBOEBPEMEHHOT'O BBISIBJICHUS (JaKTOB HApYyIICHUS TPEOOBAaHUN HACTOSIIIETO
ITonoxxeHus.

6.8. ®akThl TPOBEPOK OJIEKTPOHHBIX JKYPHAJIOB  OTpa)XarTcsi B
CIICIIMAJIBHOM JKYpHaJIE TPOBEPOK JJIEKTPOHHBIX KypHanoB. Ilocne kaxmoi
MPOBEPKH AJIMUHUCTpPATOp OE30MACHOCTH JieJIaeT COOTBETCTBYIOIIYI0 OTMETKY B
JKypHaJie U CTAaBUT CBOIO POCHHCH.

7. IIpaBu/ia aHTUBHPYCHOM 3ALUMTHI

7.1. Hacrosmme mnpaBuia ONPEAEIAIOT TpPeOOBaHUS K OpraHu3aluu
3amuThl 00bekTa HMCII/IH oT pa3pymaromero BO3AEHCTBUS BPEIOHOCHOTO
nporpammHoro obecnedenust (I10), KOMOBIOTEPHBIX BUPYCOB U yCTaHABIMBAET
OTBETCTBEHHOCTb  PYKOBOJMTENS M  COTPYAHUKOB, OSKCIUIyaTHPYIOLIUX U
CONMpOBOXKAAOIMX KommbioTeppl B cocraBe MCIIJIH, 3a HX BBINOJHEHHE.
Hacrosimue npasuia pacrpoctpanstoTcs: Ha Bce 00bekThl UCIT[IH MOAY «COII
No 8».

7.2. K VCITOJIB30BAHUIO Ha KOMITBIOTEPAX JIOITYCKAOTCS
cepTu(UUUPOBAHHbIE AHTUBUPYCHBIE CPEJICTBA, LIECHTPATU30BAHHO 3aKYIIJICHHBIE Y
pa3paboTYUKOB (ITOCTABIIMKOB) YKa3aHHBIX CPE/CTB.

7.3. VYcraHoBKa M HayajbHas HACTpPOMKAa CPEICTB AHTUBUPYCHOTO
KOHTPOJISI HA KOMITBIOTEPAX OCYUIECTBISAETCS aAMUHUCTPATOPOM O€30M1aCHOCTH.

7.4. AnMuHHCTpaTOp 0€30IAaCHOCTH  OCYIIECTBIAET IEPUOJIUYECKOE
OOHOBJIEHUE aHTUBUPYCHBIX MAKETOB U KOHTPOJIb UX PAOOTOCHIOCOOHOCTH.

7.5. Spnwpik (ccbulka) ISl 3allyCKa aHTUBUPYCHOM MPOTpaMMbl JIOJKEH
OBITh JOCTYIIEH BCEM IOJIH30BATENSAM UH(OPMAIITMOHHON CUCTEMBI.

7.6. ExenenenpbHO B Hauaje pabOTHI, TOCIE 3arpy3Kd KOMIIbIOTEpa B
aBTOMAaTUYECKOM PEXHMME IOJDKEH IMPOBOJINUTHCS AHTUBHPYCHBIM KOHTPOJb BCEX
JIMCKOB U (haiJIOB KOMITBIOTEPOB.

O0s3aTenbHOMY aHTUBUPYCHOMY KOHTPOJIIO TIOJJICKUT JTr00asi nHpopmarus
(TexcToBbie Gaimbl M0O0bIX (opmaToB, Galabl TaHHBIX, UCHOJHAEMbIE (ailibl),
uH(popMaIusl Ha ChEMHBIX HOCHUTENAX (MarHUTHBIX OHCKaX, JieHTax, CD-ROM u
T.1.). KoHTponp  wucxomsmiert  uHbOpMamuu  HEOOXOIWMO  MPOBOJUTH
HEMOCPEICTBEHHO Mepesl apXUBUPOBAaHUEM M OTIPABKOW (3alUCHI0 HA ChEMHBIM
HOCHUTEIh).

Hactpoiiku cpencTB aHTUBUPYCHOM 3alUThI JOJIKHBI ObITh BBIMOJIHEHBI B
COOTBETCTBMM ¢ TpeOOBaHUSMH  OE€30MaCHOCTH  MEPCOHAJBHBIX  JIAHHBIX
onpeneneHHbiMU 11 JaHHod HWCIIIH ypoBHs 3ammmieHHocTd. Hactpoiiky
CPEIICTB aHTUBUPYCHOM 3aIUThI BHITIOJIHAET aIMUHUCTPATOP O€30MaCHOCTH.

7.7. @aiinpl, TOMeEIIaeMble B DJIEKTPOHHBIM apXWB Ha BJIEKTPOHHBIX U
MarHUTHBIX HOCHUTENSX, [JOJDKHBI B 00S3aTEIbHOM TMOPSAIKE MPOXOJIUTH
AHTUBUPYCHBI KOHTpOJIb. [lepmonnueckue NpPOBEPKH SIIEKTPOHHBIX apXHBOB
JTOJKHBI IPOBOJIMTHCS HE PEXKE OJTHOTO pa3a B MECHILL.

7.8. YcranaBnuBaemoe (M3MEHIEMOE) MIPOrpaMMHOE 0OeCTiedeHUE T0TKHO
ObITh TPEBAPUTENILHO MPOBEPEHO Ha OTCYTCTBHE BUpPYycoB. HemocpeacTBeHHO
1ocjie yCTaHOBKU (M3MEHEHHs) MPOrpaMMHOIO OOECHeYeHHs] KOMIIbIOTEpa,



aIMUHUCTPATOPOM OE€30MaCHOCTH JIOJDKHA OBITh BBIMOJHEHA aHTUBUPYCHAS
nposepka UCIIIH.

7.9. Ha  xommpioTephl  3ampeniaeTcss  yCTaHOBKAa  MPOTPaMMHOTO
oOecrieueHusi, HE CBS3AaHHOTO C BBINOJIHEHUEM (QYHKIUNA, MTPEayCMOTPEHHBIX
TEXHOJIOTUYECKHUM MPOoIeccoM 00paboTKH HHPOPMAIIUU.

7.10. [Ipy BO3HMKHOBEHHUU TOJO3PEHHUS HA HAJUYHE KOMIIBIOTEPHOIO
BUpyca (HeTunuyHas paboTa MporpaMm, MOsIBICHUE TpadUUECKUX U 3BYKOBBIX
3¢ (dEeKTOB, HUCKKEHUM JaHHBIX, MpomnagaHue QailioB, dYacToe TMOABICHUE
COOOIICHUI O CHCTEMHBIX OIMMOKAaX W T.I.) TOJIB30BATEIh CAMOCTOSITEIIBHO (MITH
BMECTE C aJMHUHHUCTPATOPOM OE€30MacHOCTH) JOJDKEH MPOBECTH BHEOYEPETHOMN
AHTUBUPYCHBIA KOHTPOJIb KOMIIBIOTEPA.

B cinywae oOHapykeHHsT TpU TPOBEACHUUM AHTUBUPYCHOU MPOBEPKHU
3apa)KEHHBIX KOMITBIOTEPHBIMU BUpycamMu (haiijioB MOJIb30BATENb 00sI3aH:

— TNPUOCTaHOBUTH 00paboTky gaHHbIX B UCII/IH;

— HEMEIJIEHHO TOCTaBUTh B U3BECTHOCTh O (akTe oOHapy>KeHUs
3apa)KEHHBIX BUPYCOoM (ailjioB aIMUHUCTpAaTOpa 0€30MaCHOCTH, a TAKKE CMEKHbIE
Mo/ipa3/ieNIeHus1, UCIOJIb3YIOIINE 3TU (ailibl B paboTe;

— COBMECTHO C BIJAJENbIEM 3apaXCHHBIX BHUpPYycOM (HailjioB MPOBECTH
aHaJu3 BO3MOXHOCTH, JAIbHENUIIEr0 UX UCIIOIb30BaHNUS;

— TPOBECTH JICUCHUE WM YHUUYTOKECHHUE 3apa’KeHHBIX (ailioB.

7.11. OTBETCTBEHHOCTh 3a OpraHU3AIMI0 AHTUBUPYCHOIO KOHTPOJA B
HCIIIa B cooTBeTcTBUM ¢ TpeOOBaHHSAMU Hactosmero llomoxxkenust Bo3naraercs
Ha OTBETCTBEHHOTO 32 3aIUTY HH(POPMALIUH.

7.12. OTBETCTBEHHOCTh 3a TPOBEIACHUE MEPOIPHUATHH aHTUBUPYCHOH
3amuThl B KoHkpeTHoM WCIIJlH u coOmoaeHue TpeOOBaHUN HACTOSIIETO
[lonoxenuss Bo3maraeTcs Ha aJAMUHUCTparopa 0O€30MacHOCTH M BCEX
nosip3oBareneit nannon MUCII/H.

8. IIpaBu/a mapoJibHOM 3aIIUTHI

8.1. JlanHble mpaBWiIa PErVIAMEHTUPYIOT OPTraHHU3allMOHHO-TEXHUYECKUE
MEPOIPUITHS MO 0OECIIEUEHUIO MPOLIECCOB T'€HEpalli, CMEHbl U IMpEeKpalleHus
nevictBus naposieid B UCII/IH, a Takke KOHTPOJb JEUCTBUN MOJIB30BATENEH MpHU
paboTe ¢ maposMHU.

8.2. OpranuzalluOHHOE ¥  TEXHMYECKOE OOecleueHne MpOIEeCcCOB
reHepalny, UCIOJb30BaHMsl, CMEHbl U MPEKpallleHus] JEHCTBUSA Napojiell BO BCeX
noacucremax MCII[IH ¥ KOHTpOJb ACUCTBUI TMOJb30BaTeNel mpu padbore ¢
NapoJIsIMUA BO3JIaraeTcsl Ha aAIMUHUCTpaTopa 0€30MacHOCTH.

8.3. JluyHble maponM JOJDKHBI TEHEpUPOBAThCS U pacHpelesiThCs
LHEHTPAIU30BaHHO JMOO BBIOMpaThCcs moJb3oBaTesiMu OBT caMocCTOSITENbHO €
YUETOM CIEAYIOUX TpeOOBaHUI:

— TapoJjb JI0JKEH ObITh HE MeHee 6 CUMBOJIOB;

— B YHCJIE CHUMBOJIOB Mapois 00s3aTelbHO JOJDKHBI MPUCYTCTBOBATH
OyKBBI B BEpXHEM WJIM HIKHEM PErHCTpax, MUl W/UIN CHIEUAIbHBIE CUMBOJIBI
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— CHMBOJIBI MapoJiell s paboyux CTaHIMM, HA KOTOPHIX YCTAHOBJIEHO
CPEIICTBO 3allMThl MHPOPMALMK OT HECAHKIIMOHWPOBAHHOTO JIOCTYIA, OJKHBI
BBOJIUTHCA B PEKUME JIATUHCKOM PaCKIIaJIKU KIIaBUATYPHI,

— TMapoJib HE JOJDKEH BKIIOYATh B CEOS JIETKO BBIYHMCIISIEMBIE COYETAHUS
CUMBOJIOB (MMeHa, ¢amuinuu, HaumeHoBaHuss APM wu T.1.), a Takxke
obmenpunsaTeie cokpamienus (3BM, JIBC, USER u T.11.);

— TMpU CMEHE TMapoyii HOBOE 3HAYCHHE [JOJDKHO OTJIMYaThCAd OT
MPEABIAYIINX;

— T[I0Jb30BAaTENIh HE HMMEET IpaBa cOOOHIaTh JIUYHBIA IAPOJIb JAPYTUM
JULAM.

Brnagenbipl maponeil  TOMKHBI OBITH O3HAKOMIIEHBI TOJ POCIHUCH C
NEPEYUCIICHHBIMH BbIIIe TPEOOBAHUSAMU U TPEAYNPEXKIECHB 00 OTBETCTBEHHOCTH
32 HCIOJb30BaHUE Napojeil, HE COOTBETCTBYIOIIMX JIaHHBIM TpPEOOBaHUAM, a
TaK)Ke 3a pasrialieHue mapobHOU nHpopmaIuu.

8.4. B ciy4yae BO3HUKHOBEHHS HEIITATHBIX CUTYyallui, (opc-Ma>KOPHBIX
OOCTOATENBCTB U T.II. TEXHOJIOTMUECKONH HEOOXOAMMOCTH UCHOIb30BAaHUS UMEH U
naposied COTpYJIHUKOB (MCIIOJIHUTENEH) B UX OTCYTCTBUE, COTPYAHHUKH OOS3aHBI
Cpa3y e Iocje CMEHbl CBOMX IapoJieil X HOBbIE 3HAUY€HUs (BMECTE C UMEHAMHU
COOTBETCTBYIOIIMX YYETHBIX 3alMCE) B 3al€4aTaHHOM KOHBEPTE WM
OIIEYaTaHHOM II€HAJIE IepelaBaTh HA XPAaHEHHE PYKOBOJIUTEIIO CTPYKTYPHOTO
nojApas3eiaeHus. 3aneyaTaHHble KOHBEPTHI (M€HaNbl) C MapoJISIMU HCIIOJHUTENEH
JOJDKHBI XPaHUTBCS B HEIOCTYIHOM MECTE y PYKOBOJIUTENS CTPYKTYPHOTO
NO/Ipa3/IeNICHUSI.

8.5. Tlommas rtutaHOBass CMEHa Tapojieii  MMOJB30BaTeNel  JTOJDKHA
IIPOBOAMUTHCS PETYIIIPHO, HE PEXKE OJTHOTO pas3a B TeueHne 360 THeu.

8.6. BHemnaHoBas cMeHA JIMYHOTO MAPOJI WK yAaJeHUE YUYETHOW 3aIUCH
nosib3oBatesst UCIIJIH B ciydae mpekparieHusi ero moJHOMO4Mi (yBOJbHEHUE,
nepexon Ha apyryto pabory BHyTpu MOAY «COII Ne 8» T.a1.) nmomkHa
IPOU3BOIAUTHCS AIMUHUCTPATOPOM O€30MacHOCTH (JIMOO HOBBIM TMOCTOSIHHBIM
[0JIb30BaTEIEM) HEMEMJIEHHO II0C/ieé OKOHYaHMs TIOCJIETHEro ceaHca padoThl
JAHHOTO TI0JIb30BATENS ¢ CUCTEMOM HA OCHOBAHNHU YKa3aHUsS HA4aJIbHUKA OTJIENA.

8.7. BHemmaHoBas mojiHasg CMEHA Mapojiel BCEX IOJIb30BaTelieh JI0DKHA
IPOU3BOJUTHCS B Clyyae MPEKpaIleHUs MOJHOMOYHUI (yBOJbHEHHUE, MEpPEeXo] Ha
npyryro paboty BHyTpu MOAY «COILI Ne 8» um gapyrue oOCTOSITENbCTBA)
aJIMUHHUCTpaTopa 0€30MaCHOCTH.

8.8. B ciyuae xommpomeranuu JUYHOrO mnaposs noiszoBatens WCIIIx
JOJKHBI OBITh HEMEIJIEHHO MPEANPUHSATHI MEPHI IO BOCCTAHOBIICHUIO MAPOJIbHOU
3aIUTHI.

8.9. Kontponb pAeiicTBUN moab30BaTeNed Mnpu padoTe C MapoJIsIMH,
coOIoIeHHEe TOpSAKAa MX CMEHbl, XpaHEHHS U MCIIOJNIb30BaHMS BO3JIaraercs Ha
aJIMUHUCTPATOpa OE30MaCHOCTH.

Q. IIlpaBuia oOHOBJeHHUSI OOLIECHCTEMHOI0 M  MPUKJIAJTHOTO
NMPOrpaMMHOI0 odecnevyeHust, TexXHudeckoro oocayxxupanns UCII/In



9.1. Hacrosume mnpaBuia perJaMeHTUPYIOT obOecriedeHne Oe30MacHOCTH
nHpopMaIu Tpu NPOBEACHUN OOHOBJICHUH, MOAUDUKAIIUK OOIIECUCTEMHOTO U
MPUKIIAAHOTO TPOrPAMMHOr0 00€CTeueHUs, TEXHUYECKOT0 OOCITYKUBAHUS U TIPU
BO3HMKHOBEHUHU HEMITATHBIX cuTyauuii B pabore UCII/IH.

9.2. Bce wusMeHeHuss KOHQUTYypaluii TEXHUYECKHMX W MPOrpaMMHBIX
cpeactB UCII/IH 1OKHBI MPOM3BOJIUTBCS TOJBKO HA OCHOBAaHHUM 3asBOK
OTBETCTBEHHOTO 3a 3KCIUTyaTanuio kKoHkpetHoro UCIT/H.

9.3. IIpaBo BHeceHHMs W3MEHEHHWH B KOH(PUTYparMio amnmapaTHO-
nporpaMMHbIX cpeacTB 3anuiieHHbix MCIIJIH nmpenocTtaBiisieTcsi B OTHOLIEHUU
CUCTEMHBIX M TPUKIAIHBIX MPOTPAMMHBIX CpPEICTB — AJAMUHUCTPATOPY
0e30ITacCHOCTH;

9.4. U3menenue KoOH(HUTypanWu ammapaTHO-TPOTPAMMHBIX  CPEJCTB
NCITIH kem-1n00, KpOME BBIIENEPEUUCIECHHBIX YIIOJTHOMOYEHHBIX COTPYIHUKOB
Y TIOJIpa3JIEICHU, 3aIPEILEHO.

9.5. Ilpomenypa BHeceHHs HU3MEHEHUU B KOH(PUTYpAIUIO CUCTEMHBIX U
NPUKIAIHbIX  nOporpamMMubix  cpeactB  MCII[IH  uHuULMHpyeTcs  3aABKOM
OTBETCTBEHHOTO 3a 3kcrutyatanuio UCITH.

9.6. B 3asgBke MOryT yKa3bIBaThCs CIEAYIOIIME BHUABl HEOOXOIMMBIX
M3MEHEHHI B COCTaBE anmnaparHbix U nmporpaMMmusbix cpeacts UCIT/IH:

— yCcTaHOBKa (pa3BepThIBaHKE) HAa KOMITbIOTEP(bI) MPOTPAMMHBIX CPEICTB,
HEOOXOJIMMBIX JIJIsl PEIICHUs OMNpPENeSICHHOW 3amauu (100aBjIeHUE BO3MOXKHOCTHU
pelrenus JanHou 3amaun B jannou UCII/H;

— OoOHOBJIEHHME (3aMEHa) Ha KOMIIbIOTEpe(aX) NPOrpaMMHBIX CPEACTB,
HEOOXOAMMBIX JUIS pELIEHUs OmnpeaeNeHHON 3amaun  (OOHOBJIEHHE BepcUil
UCIIOJIb3YEMBIX JJIS PEIICHHSI ONIPEACIICHHON 3a/1a4 IPOTPaMM);

— yAaJeHHE C KOMIIbIOTEpa MPOrPAMMHBIX CPEJICTB, MCIOJIb30BABLINXCS
JUISL PEIIeHUs OMNPENENICHHOW 3aJauu (MCKIIOYEHHE BO3MOKHOCTH PEUICHUS
JTAHHOM 3a7]a4M Ha JAHHOM KOMIIBIOTEpE).

9.7. Takxke B 3asBKe YyKa3biBaeTcsi ycioBHoe HaumeHoBanwe HCII/IH.
HanmeHoBaHMs 3aad yKa3bIBaIOTCA B COOTBETCTBUM C IMEPEYHEM 3aJay apXuBa
TUCTPUOYTUBOB YCTAaHOBJICHHOTO MPOTPAMMHOTO 00€CTeueHus, KOTOPble MOXKHO
pemaTh ¢ UCMOJIb30BaHUEM YKa3aHHOTO KOMITbIOTEpA.

9.8. 3asBky otBercTBeHHOro 3a oskcruryartanuio HWCIIIH, B KOTOpO#
TpeOyeTcsl MPOU3BECTH U3MEHEHUSI KOH(UTYpallMU, pACCMAaTPUBAET PYKOBOAMUTEIb
WUT nonpasneneHusi, BUSUPYET €€, YTBEp)KJas TEM CaMbIM IMPOU3BOJACTBEHHYIO
HEO0OXOIMMOCTb MPOBEICHUS YKA3aHHBIX B 3asIBKE U3MECHEHUH.

[locne dero 3asiBka mnepenaercs aIMUHHUCTPATOPY OE€30MaCHOCTH IS
HEIMOCPEJICTBEHHOTO  HMCIOJHEHUsT pabOT 10 BHECEHHWIO HW3MEHEHHH B
KOH(Urypaiuio KoMnelotTepa, ykazanioro B 3asiske UCII/]H.

9.9. IloagroroBka oOHOBICHMS, MOAUGUKAIUU OOIECUCTEMHOTO U
npukiaagHoro mnporpammHoro obecrnieuenuss MCII[In TectupoBaHue, CTEHIOBBIE
UCTIBITaHUS (TIPU HEOOXOUMOCTH ) U Tepeada UCXOAHBIX TEKCTOB, IOKYMEHTAIIUN
U JUCTpUOYTHBHBIX  HOCHUTENEM TMporpaMM B  apXuB  JAUCTPUOYTHBOB
YCTAaHOBJICHHOTO  MPOTPAMMHOTO  OO€CIeueHus, BHECEHHE HEOOXOIUMBIX
M3MEHEHH B HAacTpodku cpenctB 3amutel oT HCJl u cpenctB KOHTpoOs



LEJIOCTHOCTH (aiiIoB HA KOMIBIOTEpax, (OOHOBIEHHUE) U yNaJe€HUE CUCTEMHBIX U
NPUKIAIHBIX  MPOTPAMMHBIX  CPEACTB  MPOU3BOAMUTCS  aJIMHHUCTPATOPOM
0€30MacHOCTH.

9.10. YcranoBka wnm oOHoBiIeHHe mnoxacucteM MCIIJIH  mOmKHBI
MPOBOJIUTHCSA B CTPOTOM COOTBETCTBUHU C TEXHOJIOTHEHN MPOBEIeHNU MO (UK
MIPOTPAMMHBIX KOMIUIEKCOB JAHHBIX TOJICUCTEM.

9.11. VYcranoBka u obnonenue IO (cuctemMHOro, TECTOBOrO M T.N.) Ha
KOMITBIOTEPAX  MPOM3BOAUTCS  TOJBKO C  OpPUTHMHAIBHBIX  JIMIEH3UOHHBIX
JUCTPUOYTUBHBIX HOCUTENEH (IUCKET, KOMIIAKT JIHUCKOB M T.II.), MOJXYYEHHBIX
YCTAaHOBJICHHBIM ~ MOPSIAKOM, mpukiagHoro IIO — ¢ 3TaJloOHHBIX KOMHMA
IPOTrPAMMHBIX CPEJICTB, MOJYYEHHBIX U3 apXHUBa JUCTPUOYTUBOB YCTAHOBIEHHOTO
MIPOTrPaAMMHOTO O0ECTICUEHUSI.

9.12. Bce pnoOaBnsieMble MpOTrpaMMHBIC W amllapaTHbIE KOMITOHEHTHI
JIOJDKHBI  OBITh TIPEIBAPUTEILHO YCTAHOBJIECHHBIM TOPSJIKOM IPOBEPEHBI Ha
paboTOCIIOCOOHOCTD, @ TAK)KE OTCYTCTBUE OMACHBIX (PYHKITHI.

9.13. Ilocne ycranoBku (o6HoBneHus) 10, anmuHUCTpaTop O6€30MaCHOCTH
JOJKEH TPOU3BECTH TpeOyeMble HACTPOMKHU CPENCTB YIPABICHUS JOCTYIIOM K
KOMIIOHEHTaM  KOMIIBIOTEpa W  HOpoBepUTh pabdortocrnocobHocTs [0
IPaBUIBHOCTh MX HACTPOMKA M TPOU3BECTH COOTBETCTBYIOIIYIO 3aIliCh B
«Kypnane yuera HemraTHbix curyaunit B MCII[IH, BbIIOJHEHUS
NPOPHIAKTUYECKUX padOT, YCTAHOBKH M MOJIM(DHUKAIIMU TPOTPAMMHBIX CPEJCTB Ha
komnbrorepax UCITdu».

9.14. ®opmar 3anuceit «Kypnana yu€ra nemratasix curyaruii UCI1/H,
BBINIOJIHEHUS ~ NPO(QUIAKTHYECKMX  pabOT, YCTaHOBKM W  MOJU(DUKAIUU
porpaMMHBIX cpenctB Ha kommbtorepax MCII/IH» ycTaHaBnuBaercs mpukazoMm
pyxoBogutenss MOAY «COI Ne 8.

9.15. [Ipu BO3HUKHOBEHUM CHUTYallUid, TPEOYIOMUX Mepeaayrl TEXHUIECKUX
CPEICTB B CEpPBUCHBI LEHTP C LEJIbI0 PEMOHTA, OTBETCTBEHHBIM 3a €€
HKCIUTyaTalMI0 JOKJIAJbIBA€T 00 3TOM OTBETCTBEHHOMY 3a 3alUTy MH(OpMALUU.
B ganHOoM ciydyae aaMHMHHCTpAaTop ©O€30MacHOCTH 00s3aH  MPEANPUHSTH
HEOOXOAMMBIE MeEphl JUIsl 3aTUPAHMs 3alluinaeMord uWHOOpPMAIUU, KOTopas
XpaHW/Iach Ha JUCKAaX KommbioTepa. OpuruHaibl 3asBOK (JIOKYMEHTOB), Ha
OCHOBAaHHWU KOTOPBIX MPOU3ZBOJWINCH H3MEHEHHUSI B COCTAaBE IPOTrPaMMHBIX
CPEICTB KOMIBIOTEPOB C OTMETKAMHM O BHECEHMHM H3MEHEHUH B COCTaB
MPOTrPAMMHBIX CPEJICTB, JOJIKHBI XPAHUTHCS BMECTE C TEXHUYECKUM MAcIoOpTOM Ha
NCITIa n «Kypnanom ydera HewmratHbix cutyauui MCIIIH, BbImoJHEHUA
NpOPUIAKTUYECKUX pabOT, YCTAHOBKHA U MOJAU(PUKALMU TPOTPAMMHBIX CPEACTB Ha
kommnbiotepax UCII/IH» y OTBETCTBEHHOIO 3a 3aIuTy UH(GOPMAIIUH.

9.16. Komnuu 3asBOK MOTYT XpaHUThCS Y aAMUHUCTpATOpa 0€30MaCHOCTH:

— 1yst BocctaHoBienus koHuryparuu UCIIJIH nocne aBapwui;

— IS KOHTpoJisi mpaBoMepHocTd yctaHoBku Ha WCIIIH cpeactB st
pelleHusi COOTBETCTBYIOIIMX 3a7a4 IpU pa3dope KOH(PIUKTHBIX CUTYaLlU;

— I NPOBEPKH MPABUILHOCTH YCTAHOBKU U HACTPOUKU CPEACTB 3AIIUTHI
NCIIH.



9.17. ®akT yHUYTOKEHUS JAHHBIX, HAXOJIUBIIUXCS HAa JUCKE KOMITBIOTEPA,
oOopMIISIETCSL AKTOM 3a MOJIMUCHI0 aIMUHUCTPATOpa OE30MaCHOCTH U COTPYTHHKA
OTBETCTBEHHOTO 3a 3KcruryaTanuio nanaon MCITIH.

9.18. C uenpto coOMIOEHNS TIPUHIIMIA ITEPCOHATLHON OTBETCTBEHHOCTH 32
CBOM JIEHCTBUS KKJIOMY COTPYIHHUKY, JOMYIICHHOMY K pa00Te Ha KOMITbIOTEpax
koHkpeTHOM MCIIJIH, momkHO OBITH CONMOCTABJICHO IMEPCOHAIBHOE YHHMKAIbHOE
uMsl (ydeTHas 3aluCh IOJIb30BaTENs), MO KOTOPHIM OH OYJeT PEerucTpUpOBaThCS,
¥ paboTaTh HA TAHHOM KOMITBIOTEDE.

9.19. Hcnonp3oBaHuE HECKOIBKUMHU cOTpynHuKamu mipu padote B UCIIdn
OJTHOTO ¥ TOTO K€ MMEHH TOJIH30BATENS («TPYIIIOBOTO UMEHWY ) 3aPEIICHO.

10. IIpaBuia perucTpaium noJjib3oBartesei

10.1. ITlpouenypa peructpamnuu (Co3gaHusl yUETHOW 3aMUCH) TOJIH30BATEIS
U TIpeIOCTaBIeHUsl eMy (MM U3MEHEHHs ero) mpaB fnoctymna kK pecypcam MCIIIn
WHUIIMAPYETCS 3asBKOM OTBETCTBEHHOIO 3a AKcruryatauuto ganHout MCIIJIH.
®opma 3a4BKH NPUBEIECHA HUKE.

B 3asBke yka3bIBaeTCH:

— COJIEp’)KaHHME 3alpaliMBaeMbIX HW3MEHEHHH (perucrpainus HOBOTO
nonb3oBatenss UCII/JIH, ynaneHne y4eTHOM 3alkCH IOJIb30BaTElNs], PACIIUPEHUE
WIU Cy)XEHuEe MoiaHoOMouMii u mpaB pgoctyna K pecypcam HCII[H panee
3apEeTrUCTPUPOBAHHOIO MOJIB30BATENS);

— JIOJDKHOCTH (C TOJHBIM HaWMMEHOBAHWEM OTAeNa), (paMuius, UM U
OTYECTBO COTPYAHUKA;

— WM NoJb30BareNs (y4eTHOH 3allich) JaHHOTO COTPYIHUKA;

— TIOJIHOMOYHS, KOTOPBIX HEOOXOJWMO JIMIIWTh TIOJIb30BaTeNsd WJIIU
KOTOpbIE HEOOXOIUMO J100aBUTH IMOJB30BATENIO (IyTEM YKa3aHUs PeIIaeMbIX
nonb3oBatenem 3ana4d B UCI/H).

10.2. 3asBKYy paccMaTpuBaeT PyKOBOJAUTENb, BU3UPYS €€, YTBEpKAas TeM
CaMbIM TPOU3BOJICTBEHHYIO HEOOXOUMOCTh JOIyCKa (M3MEHEHUs TpaB JOCTyIa)
JTAHHOTO COTPYJIHHMKA K HEOOXOJMMBIM JUIsl PEUICHUS UM YKa3aHHBIX B 3asBKE
3agay pecypcam HWCIIJIn. 3areM mnoAmnuchbiBaeT 3ajJaHUE aAMUHHUCTPATOPY
0e30MacHOCTH Ha BHECEHHE HEOOXOIUMBIX M3MEHEHHM B CIUCKH TOJIb30BATENICH
cooTBeTcTBYIOMMMUX noacuctem MCITJIH.

10.3. Ha ocHoBaHWM 3amaHus, B COOTBETCTBHHM C JOKYMCHTAIlMEH Ha
CpeICTBAa 3alllUThl OT HECAHKIIMOHMPOBAHHOTO JOCTYIA, aJIMHUHUCTPATOP
0e30MacHOCTH MPOU3BOAUT HEOOXOAMMBIE OINEpaluu MO CO3AaHUI0 (YIAJICHHIO)
YYETHOM 3aluCU T0JIb30BATEIISI, TPUCBOCHUIO €My HauyajJbHOI'O 3HAYCHHS MapoJis
(BO3MOKHO TaK)K€ PETHCTPAIMIO MEPCOHATBHOTO HACHTU(]UKATOPA), 3asSBICHHBIX
npaB goctyna k pecypcam UCII[In u apyrue HeoOXoUMble NEHCTBUS, YKa3aHHbIE
B 3amaHuu. J[ms Bcex TMONb30BaTeNe JOJDKEH OBITh YCTAHOBJIIEH PEXKUM
MPUHYAUTEIBLHOTO 3alpoca CMEHBI Mapojsi HE peXke OJHOro pasza B TeueHue 360
JTHEM.

10.4. Tlocne  BHeceHHMS  WM3MEHEHMH B  CIOHCKM  TOJb30BaTelei
aIMUHUCTPATOP O€30MaCHOCTH JOJIKEH 00ECIeYUTh HACTPOUKH CPEJICTB 3aIUTHI,
COOTBETCTBYIOImMUE TpeboBanmsiM Oe3omacHoctd, ykazannod WCII[In. Tlo



OKOHYAHWM BHECECHUS W3MEHEHHWH B CIIMCKH TOJH30BATEICH B 3asBKE IEIACTCS
OTMETKa O BBINOJIHEHUM 3aJaHusl 3a MOJNUCHI0O UCIIOIHUTENS — aJIMUHUCTPATOP
0€30IacCHOCTH.

10.5. CotpynHuKy,  3aperucTpUpOBaHHOMY B  KaueCcTBE  HOBOTO
nosib3oBatesst UCIIJIH, cooOmiaeTcst MMsi COOTBETCTBYIOLIETO €My IMOJIb30BaTENS U
MOKET BbIABAaThCA NEPCOHAIBHBIN HAeHTU(DUKATOP (I pabOThl B pEKUME
YCUJICHHON ayTeHTHdUKAIMU) | HadajabHoe(ble) 3HaueHHe(Hs) Tmaposrsi(eil),
KOTOpoe(bI€) OH 00s3aH CMEHUTh IIPU TIEPBOM KE BXOJI€ B CUCTEMY.

10.6. HcnonneHHple 3asiBKa W 3aJaHue (32 TMOAMHCHIO aIMUHUCTpATOpa
0€30MacCHOCTH) MEPEAI0TCS PYKOBOAUTENIO HA XpaHEHUE.

OHU MOTYT BIIOCJICICTBUH UCTIOTIH30BATHCS:

— I BOCCTAHOBJIEHHS ITOJHOMOYMHK TOJIb30BAaTEICd TOCIE aBapuu
NCTI/IH;

— IS KOHTPOJISI MPaBOMEPHOCTH HAJIWYMUS Y KOHKPETHOTO MOJIb30BaTEIIs
npaB jgoctyna Kk Tem wid uHbiM pecypcam MCII[dn npu pazdope KOHPIUKTHBIX
CUTYAaIlUM;

— I8 TPOBEPKH  COTPYAHUMKAMH  KOHTPOJHUPYIOIIMX  OpPraHoB
MPaBUILHOCTH HACTPOUKHU CPENICTB pasrpaHudeHus pocryna k pecypcam UCII/IH.

11. Tlopsaok KOHTPOJS COOJIIOAEHUS YCJOBMHA HCHOJIb30BAHMUS
CPeACTB 3alUThl HH(POPMALMH, B TOM YHCJIe KPUNITOTrpadhuuecKux

11.1. Jlannwiii pazgen IlonoxxkeHuss omnpenenser MNOPSIOK KOHTPOJIS
cOOJIIOICHUSI YCJIOBUM HCIOJB30BaHUS CPEACTB 3amuThl MHGOpManuu (nanee —
C31).

11.2. TexHudeckue CpeACTBa 3alUThl MH(DOPMALMU SBISIOTCS Ba)KHBIM
komnoHeHToMm OB I1/IH.

11.3. Tlopsimok  pabotrer ¢  Texuudeckumu C3U  ompenmenen B
COOTBETCTBYIOIIUX PYKOBOJACTBAaX II0 HACTpoWke W wucnoiab3oBanuio C3U
00s3aTENbHBIX JJIS KCIOJHEHUS, KaK COTPYJHUKAMH, 00pabaThIBaIOIIUMHU
KOH(UICHIIMATBbHYI0 HWH(OOpPMAIUI0, TaK W aIMUHUCTPATOPOM OE€30MaCHOCTH
NCTIIH.

11.4. TlpaBo TpPOBEpPKH COOMIOACHUS YCIOBUW WCIOJB30BAHUSA CPEACTB
3aIUThl HHPOPMAIIUA UMEIOT:

— JTHPEKTOp;
— OTBETCTBEHHBIH 3a 3alTUTy HHPOPMAIINH;
— aJIMUHHCTPATOP OE30MaCHOCTH.

11.5. Tlonb3oBarento UCIIJIH kaTeropudecku 3anpeniaeTcs:

— o0pabatpiBaTh KOHQUICHIINATLHYIO WH()OPMAITUIO ¢ OTKIIFOUCHHBIMU
C3U;
— MeHsTh HacTpoitku C3U.

11.6. AnmunucTpaTopy O€30MACHOCTH 3ampeliaeTcs MEHSTh HAaCTPOUKHU
IPOTrpaMMHO-AIITaPaTHBIX C3U MPEeTyCTaHOBJICHHBIC CIEIUATTUCTOM
OpraHu3alliy, UMEIONIEH JIMIEH3UI0 Ha JEATeTbHOCTh M0 TEXHUYECKOW 3aIluTe
uHdopmaruu, 6€3 COrIacoBaHMsI C TON OpraHu3aIluen.



11.7. Ecnu B X0A€ NEPUOJIMYECKUX, MIIAHOBBIX WJIM BHE3AIMHBIX MPOBEPOK
NCIIdn BeIsiBIIeHO HapylieHue Tpeboanus . 10.5. To Bctynaer B cuiy 1.11. 4.6.,
4.7. nau”oro IlomoxeHus.

11.8. Kpunrorpadguyeckue cpeacTBa 3aliuThl HHQPOPMAIIUU  JTOJHKHBI
UCIIOJIb30BAaThCS B COOTBETCTBUM C TEXHHUYECKOM M  IKCILTyaTallMOHHOMN
JOKyMEHTaIMeN Ha HUX, a TAK)KE B COOTBETCTBUU C MPABHIIAMHU MOJIH30BAHUS UMH.

12. Tlopsaok oXpaHbl U /AOMYCKA IOCTOPOHHHUX JHIl B MpeJeJabl
rPpaHMIbI KOHTPOJMPYEMOM 30HbI

12.1. Hacrosimee IlonoxxeHnue ycraHaBIuBaeT MOPSAIOK OXpaHbl (CAAYU MO/
oxpany) nomemiernii UCII/IH BHyTpH rpaHHIbl KOHTPOJIUPYEMOM 30HBI.

12.2. BckpeiTue U 3aKpBITHE TOMEIIEHUH OCYIIECTBISIETCS COTPYAHUKAMH,
paboTaOIKUMHU B TAHHBIX TOMEUIEHUSX.

12.3. Tlpu OTCYTCTBUU COTPYIHUKOB, OTBETCTBEHHBIX 3a BCKPBITHE (Clauy
10J1 OXpaHy) MOMEIIECHUHN, TaHHbIE TOMEIIEHUSI MOTYT OBbITh BCKPBITHI KOMHCCHEH,
CO3JaHHOWM Ha OCHOBaHUM MPHUKa3a, O YEM COCTABJISETCS aKT.

12.4. Tlpu 3aKkpbITUM MOMELIEHUN U cladeil UX MOJ OXpaHy COTPYAHUKH,
OTBETCTBEHHBIE 3a IIOMELICHUS NPOBEPSAIOT 3aKPhITHE OKOH, BBIKJIFOYAOT
OCBEILIEHUE, OBITOBbIE MPUOOPBI, OPIrTEXHUKY U IPOBEPSIOT IPOTHUBOMOKAPHOE
COCTOSIHME IOMEILECHUs, a JIOKYMEHTbl M HOCHUTENM HHPOpMAIMHM, HAa KOTOPBIX
COJIEPKUTCS KOH(UIEHUMaIbHasd HHPOpMalus, YyOUpPAOTCS ISl XpaHEHUs B
orevaTbiBaeMbIi cei (MeTammueckuid mkad).

12.5. B cootBerctBuM ¢ TpeOoBanusiMu naHHoro Ilomokenus mpu
o0Opabotke 3amumaemoit nadopmaruu B UCIIJIH UCKITIOUNTH HEKOHTPOJIMPYEMOE
npeObIBaHUE TMOCTOPOHHUX JIMI[ B TMpeAesiax TIpaHul] KOHTPOJIUPYEMOH 30HBI
NCII/H, onpeneleHHbIX COOTBETCTBYIOIINM ITPUKA3ZOM.

13. Tlopsaok cTupanus 3amuimaeMoii ”HGoOpPMaNUM U YHHUYTOKEHUS
HOCHUTeEJIEH 3aluIaeMol HHGpoOpMaLHU

13.1. B o0s3aTenbHOM MOPSAKE YHUUYTOKEHHUIO TOJICKAT MOBPEXKIEHHBIE,
BBIBOJIUMBIE M3  OKCIUTyaTalldd  HOCUTENH, COJEpXKallue  3allUIacMylo
uH(OpPMAIMIO, HUCIOJB30BaHUE KOTOPBIX HE TMpPEAroJiaracTcss B JaJbHEUIIEM.
CtupaHuio TMOJUIEKAT HOCUTENH, COJAEpXKAIIUe 3alUIIaeMyl0 HH(POPMAIIUIO,
KOTOpBIE BBIBOIATCS W3 JKcmuryataunu B coctaBe MCIIH. He nomyckaercs
CTUpaHWE HEHCIPABHBIX HOCUTEJIEH M Iepeladya UX B CEPBUCHBIM ILEHTP s
peMoHTa. Takue HOCUTENIM JOJDKHBI YHUYTOXKAThCS B COOTBETCTBUM C HACTOSIIUM
MOPSIAKOM.

13.2. Crupanue JIOJDKHO MIPOU3BOUTHCS o TEXHOJIOTHH,
NPEAyCMOTPEHHOM  JJI1  JaHHOTO  TUNA  HOCUTENS, ¢  IPUMECHEHUEM
CEepTUPUITMPOBAHHBIX CPEACTB TapPAaHTUPOBAHHOTO YHUYTOKEHUS HH(POpMAINH
(momyckaercss  3aJelCTBOBATh  MEXaHM3Mbl  3aTHPaHHs, BCTPOCHHBIC B
cepTUPHUITMPOBAHHBIE CPENICTBA 3AIUTHI HHGOPMAITIH).

13.3. YHuuTOXKE€HHE HOCWUTENEH TPOU3ZBOJIUTCA TyTeM HAHECEHUS UM
HEYCTPAHUMOTO (PU3UYECKOTO TMOBPEXKICHUS, HWCKIIOYAIOIIETO BO3MOXHOCTh HX
WCITOJIb30BAHUS, a TaK)K€ BOCCTAHOBJIEHUS MHGOpManuu (Tepe YHUUTOKEHUEM,



€CJIi HOCUTENb UCIPABEH, TOJDKHO OBITH MPOU3BEACHO rapaHTUPOBAHUE CTHUPAHUE
uHdopmanuu Ha Hocutene). HemocpencTBeHHble ACUCTBUS MO YHUUYTOKEHHIO
KOHKPETHOTO THIIA HOCHUTEINS JOJDKHBI OBITh JOCTATOYHBI ISl HMCKIIOYCHUS
BO3MOKHOCTH BOCCTAHOBJICHHUS UH(DOPMAIIUU.

13.4. Bymaxxuple © TpOYHME CropaeMble HOCUTENIU (KOHBEPTHI C
HEHUCIIOJIb3yeMbIMH 00JIE€ MapOJIAIMH) YHUYTOXKAIOT IMYyTeM CHKHUTaHUS WU C
MOMOIIIBIO JIFOOBIX OyMarope3aresbHbIX MAaIlvH.

13.5. Tlo daxTy yHUUTOKEHHS HIIM CTUPAHUS HOCUTENIECH COCTABISIETCS aKT,
B )KypHaJIaX y4eTa JeNaloTCs COOTBETCTBYIOIINE 3aIUCH.

13.6. Ilponenypbl cTUpaHus U YHUUYTOKEHUSI OCYLIECTBISIOTCS KOMUCCHUEH,
B KOTOPYIO BXOJSIT: OTBETCTBEHHBIN 3a 3KkciuryaTauuto MCII/IH, oTBETCTBEHHBII 3a
3aluUTy HHGOPMAIUH, aIMUHUCTPATOP OE30MACHOCTH.

14. 3axaounTe/bHbIE MOJIOKEHUSs

14.1. TpebGoBanust Hactosmero IlomoxkeHus o00s13aTenbHBI JJIST  BCEX
COTPYIHUKOB 00pabaThIBaOIINX KOH(HICHIIUATIbHYIO uHdopmaImio
(mepcoHanbHbIEC JAHHBIE).

14.2. Hapymenue tpeboBanmii Hacrosiero Ilonoxenus BiedyeT 3a coOoi
JTUCHUTUTMHAPHYIO, TPAXAAHCKO-TIPABOBYIO, aIMUHUCTPATUBHYIO UM YTOJIOBHYIO
OTBETCTBEHHOCTh B COOTBETCTBHHM C 3aKOHOJIaTeIhCTBOM Poccuiickoit denepanuu.
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